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BBEJAEHUE

M3yyeHne aHIVIMICKOrO s3bIKa 3aHUMAET OJHO M3 BaXXHBIX MECT B
noaroroBke Oyaymmx |T-cneruanucroB. YueOnoe mocobue ‘Professional 1T
English® mpennasnaueno s paboOTBl CO CTYIEHTaMH, YXKE€ 3aBEPIIUBIIUMH
0a30BBI KypC AaHTIUICKOTO $3bIKa, OBJIAJEBIIMMH OCHOBAaMH HOPMATHUBHOM
rpaMMaTUKA U OCBOMBIIMMH HEKOTOPBIN 3amac 00IeynoTpeOuTenbHON JEKCUKH.
[enpto yuyeOHOro mocoOusl SIBISETCA pPa3BUTHE HABBIKOB YCTHOW M MHUCHMEHHOMN
KOMMYHHMKAIlMM  Ha  aQHTIUICKOM  si3blke B cdepe  MEKIMYHOCTHOTO,
MEXKYJIBTYpHOI'0, JI€JI0BOIO0 U MpodeccuoHanbHOro oomenus. Kpome Toro,
OCBOEHHUE TEM, MPEICTABICHHBIX B MOCOOMH, CIOCOOCTBYET Pa3BUTHIO HABBIKOB
po(heCCUOHATLHO-OPUEHTUPOBAHHOTO YTEHHMsSI U MEpeBOJa, PEIICHUs 3aj1ad B
JeJI0BOM cepe, pa3BUTHIO TAMATH, BHUMaHMs, aHaIN3a, JIOTHYECKOTO MBIIIIJICHHUS.

[TocoOue cocTOMT U3 OCHOBHOM YacTH B BUJAE 7 YPOKOB M 3 IPHIIOKEHHIH,
coJiepKaluX JJEKCHYECKUE TECThl 1 METOIMYECKHE PEKOMEHAAIMH 10 MTOATOTOBKE
npe3eHTauuid. Kakapli ypoK BKJIIOYAaeT AyTEHTUYHBIM TEKCT, CJIOBapb C
TPAaHCKPUIILIMEH, BONPOCHI I TNPOBEPKH IOHMMAHMS NPOYUTAHHOIO U
yIpaXHEHMsI, CIIOCOOCTBYIOIIME Pa3BUTHIO HABBIKOB YCTHOM W MUCHbMEHHOU
KOMMYHUKAIIMH, YCBOCHUIO U MCIOJB30BAHUIO B PEUU JEIIOBOM JIEKCUKH, 3aJaHUS
Ha pa3BUTHE HABBIKOB IIEPEBOJAa U HA BHIIOJHEHHE HEOOIBIINX WHIUBUAYAIbHbBIX
MIPOEKTOB.

PekomeHnnoBano AnTaiickum rocyapCTBEHHBIM TEXHUYECKUM
yHuBepcutetom uM. WM.M. IlonzyHoBa B KadecTBe y4eOHOro mnocoOust mis
CTYJIEHTOB, 00Oy4aronuxcs B cepe MHPOPMAIMOHHBIX TEXHOJIOTHH.
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Preview
Answer the questions:

1. How much data do you store on each of your devices?
2. How much data do you store in cloud?
3. How has the volume of this data increased in the past few months?




. READING
Read and translate the text

BIG DATA

The term “big data” refers to an accumulation of data that is too large and
complex for processing by traditional database management tools. It is possible to
gain a better understanding of big data if it is described according to three vectors:
volume, velocity, and variety — the three Vs.

Volume is the V most

associated with big data because the
quantities of big data can reach
almost incomprehensible propor-
tions. Facebook, for example, has
more users than China has people.
Since each of those wusers has
uploaded a lot of photographs,
Facebook is storing roughly 250
billion images.

Velocity is the vector representing the measure of how fast the data is
coming in. Facebook, for example, has to handle a tsunami of photographs every
day: its users upload more than 900 million photos a day. It has to ingest it all,
process it, file it, and somehow, later, be able to retrieve it.

Variety is the vector that represents the growth of different data types and
categories. Big data incorporates all the varieties of data. From excel tables and
databases, data structure has changed to add hundreds of formats: pure text, photo,
audio, video, web, GPS data, sensor data, relational data bases, documents, SMS,
pdf, flash, etc. Data is very different from application to application, and the
majority of it is unstructured.

The vast amount of data, expanding in volume, velocity and variety at an
increasing rate, was impossible to either capture or store in the past. It was simply
too expensive or too overwhelming. Even if companies were able to capture the
data, they didn’t have the tools to easily analyze it and use the results to make
decisions. Very few tools could make sense of these vast amounts of data. The
tools that did exist were complex to use and did not produce results in a
reasonable time frame.

In the end, those who really wanted to go to the enormous effort of
analyzing this data were forced to work with snapshots of data. This had the
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undesirable effect of missing important events because they were not in a

particular snapshot.

At present companies that know how to pragmatically use big data are able
to predict the future, execute important business processes, or simply gain new

insights.

[Text is adapted from URL: http://www.dummies.com/programming/big-

data/big-data-for-dummies-cheat-sheet/]

Il. NOTES

accumulation [o kju:mjoa'lerfn]

HaKOIIJICHUC, CKOIIJICHHC

vector ['vekts]

BEKTOD

complex BrE [ 'kompleks],
AME [kom pleks]

CJIOKHBINA

associated [o'soufiertid] [ sovsiertid]

CBA3aHHBIN, aCCOLUUPYEMBIN

tsunami [tsu: 'na:mi]

IyHAMHU

to file smth [fail]

PETUCTPUPOBATH U XPAHUTH (JOKYMEHTHI)

type [taip]

THUII

category [ 'kaetogoari]

KaTeropus

excel [1k'sel] table

tabimna Excel

pdf [ pi: di: ‘ef]

dopmar pdf (Portable Document Format)

audio ['o:drau] ayJIuo
structure [ 'strakt/o] CTPYKTypa
enormous [1'no:mos] OTPOMHBIN

pragmatically [preeg meetikli]

IIParMaTuyvHoO, MPAKTUYHO

lll. VOCABULARY

1. big data[ 'derts]

OoJIbIIINE JaHHBIE, «OUT JaTa

2. to refer to smth [r1'fs:]

OTHOCHUTBCA K HEMY-TO, OTCbLIIATh

3. tool [tu:l]
database management tools

WHCTPYMEHT, CPEICTBO
CpeCTBa yNpaBJIeHUs Oa3aMu JaHHBIX

4. to gain[gein]
to gain a better understanding of smth
to gain new insights

IIOJIY4YHUTDb
JIyHIIC ITOHATH YyTO-JI100
YBUACTH YTO-TO IIO-HOBOMY, OCO3HATb

Ha OCHOBE MMEIOLIEHCS nH(pOpMaLIK

. volume [ 'volju:m]

00BEM

. velocity [va'lpsati]

CKOPOCTh

. variety [va'rarati]

pazHoobpasue, MHOrooOpasue

| N O O1

. to incorporate [ 'ko:parert]

BKJIIOYATh B ce0s1, BOUparh B ce0st




Big data incorporates all the

varieties of data.

Bonpime mMaccuBBI JaHHBIX BKIIFOYAOT
B ce0s1 BCE MHOTOOOpa3ue JaHHBIX.

9.

incomprehensible
[1n kompri'hensobl]

to reach incomprehensible proportions

HENOCTHXKUMBIH, HEIOCTYITHBIN
OHUMAHUIO

JIOCTUTATh HEBEPOSATHBIX Pa3MEPOB

10. roughly ['rafli] MPUOTU3UTEITEHO, PUMEPHO
roughly 250 billion images IPUMEPHO 250 MUJLTHAP/IOB
H300paKeHU !
11. measure [ 'me39] Mepa, CTeleHb, MacITad
to measure U3MEpATh
12. to ingest [mn'd3est] NPOTJIOTUTH, IPHHUMATH BHYTPb
13. to retrieve [r1'tri:v] W3BJICYb, HAWTH, BOCCTAHOBUTH
14. pure[pjus] YHCTHIHN, O€3 puMeceit
pure text IIPOCTOU TEKCT
15. majority [ma'd3orati] OOJIBIIMHCTBO, OOJIBIIAS YACTh

The majority of data is unstructured.

bonbliyto 4acTh COCTaBISIIOT HECTPYK-
TypUpPOBaHHBIEC JJAHHBIE.

16.

vast[va:st]
vast amount

OOIIUPHBIN, OTPOMHBIN, 3HAYUTEITHHBIN
OTPOMHOE KOJIMYECTBO

17.

to expand in smth [1k 'speend]

paciupATLCA, YBCINUYUBATLECA B UCM-JI.

18.

overwhelming [ aova'welmin]

CIIMIIKOM TPYAOEMKHW, NMPUBOASAIIUN B
3aMeIaTeIbCTBO

19.

to make sense of smth
It doesn’t make sense.

OCMBICIUTh YTO-JI., pPa300paThCs B YeM-JI.
ITO HEMIOHATHO.

20.

reasonable [ 'ri:znabl]
to produce results in a reasonable
time frame

pa3yMHBIN, 000CHOBAaHHBIM, IPUEMJIICMBIIA
BbIJIABATh PE3YJIBTAThI B IPUEMIIEMBIEC
CpPOKH

21,

to be forced to do smth

OBITH BBIHYKJICHHBIM JCJIaTh YTO-TO

22,

snapshot [ 'snap/ot]
snapshot of data

MOMEHTAJILHBII CHUMOK
CHUMOK JaHHBIX, KOHCOJHWJIHUPOBAHHBIC
3a 3aJJaHHBIN MIEPUOJ] BPEMEHH JaHHBIE

23.

undesirable [ and1'zarorabl]
to have an undesirable effect [1'fekt]

HE)KEJIaTEeIIbHbIN
UMETh HeXeNnarelbHbIN D PeKT

24,

to miss smth

MPONYCTUTh, YITYCTUTH

25,

event [1'vent]

COOBITHE

26.

particular [pa’tikjalo]

OTJZICJIbHO B3SITBIM, OITPEACICHHBIN

217,

effort ['efat]
to go to the enormous effort of...

ycuiame
MPEANPUHATh OTPOMHBIE YCUIIHA TIO0. . .




28. to predict [pr1'dikt] peaCKa3bIBaTh
Companies that know how to |Komnanuu, ymeromue U3BJIEKaTh MMPaKTH-
pragmatically use big data are able |geckyro momb3y n3 OONBIIMX MACCHBOB JaH-

to predict the future. HBIX, CIIOCOOHBI TIPE/ICKa3hIBaTh Oy/yIIee.

IV. COMPREHENSION CHECK

Answer the questions based on the text. More than one variant can be correct.

1. What was true about processing big data in the past?
a) There were no tools to analyse big data.
b) It was difficult to receive the results very fast.
¢) Analysing big data required little effort.
d) Many companies didn’t have enough money to analyse big data.
e) Some important events were missing in data analysis.

2. What is NOT true about big data at present time?
a) Big data is too large to process.
b) Big data includes a wide range of data.
c) Big data is used to predict the future.
d) It’s possible to work only with snapshots of data.
e) The majority of big data is structured.
f) Big data analysis is not helpful in making business decisions.

3. What is NOT directly stated in the text?
a) China has fewer people than Facebook has users.
b) Big data incorporates sensor data.
c) Itis cheap to analyse big data at present.
d) Data structure has changed to include 900 different formats.
e) Some companies know how to pragmatically use big data.
f) Instagram users upload millions of photos every day.

V. GRAMMAR
IMOPATUYECKHEKOHCTPYKIIUU

B pa3nmuuHbIX cuUTyanusx OOMICHHS Yy TOBOPSIIUX MOXXET BO3HUKHYTH
HEOOXOAMMOCTh B TOM, YTOOBI BBIPA3UTh IMOILMOHAIEHOE OTHOIIEHUE K KaKOMY-
6o  dakty. [nas  9TOro  MCHONB3YIOT  CHEUuajbHble JIM(paTHYECKHE
KOHCTPYKIMH, KOTOpbIE CIy)KaT s BbIICJICHUS TOrO WJIM HWHOTO 4YiEHa
npeiokenuss  (oT  aHra.  “emphatic” —  BbIpa3UTENbHBIN, MOJYEPKHYTHIM,
BBIICJICHHBII).




OngnuM 13 crocoOOB MPUBJIEYh BHUMAHUE K JICUCTBUIO, OMKUCHIBAEMOMY B
npeIoKeHnH, cIyKuT sMmparudeckas konctpykuus DO/DOES/DID + VERB.
OOparure BHMMaHHE€ Ha TO, YTO BCIOMOTATEIbHBIA TJAroj HCIOJIb3YyETCS B
COOTBETCTBYIOIIEM BpEMEHM, Julle U 4yucie. CMBICIOBOM TI1aroa MNpu 3TOM
UCIIONBb3yeTcs B opMe HHPUHUTHBA O3 JacTHIIHI tO:

a) | do want to come to the party.

A OeticmeumenvbHo X0uy nputimu Ha 6eYepuUHK).
b) Susan does like to talk a lot!

Cowro3an 6 camom oesle 110bum no2ogopums!
c) He did come yesterday.

On 6cé orce npuwien guepa.

Kak mpaBwmiio, Takas CTpyKTypa MPHMEHSETCS, KOTJa HYXHO MOJTYEPKHYTh
MPOTUBOPEYHE, BO3PA3UTH:

Many companies nowadays do capture the data, but they don’t have the
tools to easily analyze it.

B nacmoswee epems muocue Komnanuu @QUKCUpYIOm OaHHvle, HO He
001a0ar0m HeoOX00UMbIMU UHCIPYMEHMAMU 08 UX 3hPHeKmusHo2o ananusa.

Facebook does make it easy for users to upload their photographs.
However, the users should be able to retrieve the images easily as well.

beszycnosno, Deiicoyk nozsonsiem nonvzosamenim 06e3 mpyoa 3a2pyiHcamo
ceou gpomo Ha caim. OOHaKo HeobX00UMO, UMobbL NOJIL308AMENU HACMOJILKO Jice
JIe2KO MO2JIU HAX0OUMb U U3BTIeKAMb HYAHCHble UM (homozpaduu.

[Ipn mepeBoe TakuX MNPEMIOKEHUN JUIsl YCWICHHS 3HAUYCHUS Iepen
CKa3yCMbIM )106aBJ'I$IIOTCH CJIOBa HeﬁCTBHTeHLHO, HECOMHEHHO, 6e3yCJ10BHO, Ha
caMoOM JieJie, BCE JKe:

The tools that did exist were complex to use and did not produce results in a
reasonable time frame.

Cpeocmea, Komopvle 6CE Hce Cyuiecmeoeanu, Obliu CIOHCHbL 8
UCNOIb306AHUU U HE NO36OJIANIU NOJIYYUMb peE3Y1bmant 6 npuemiiemble CPpOKU.

VIi. EXERCISES

Exercise 1. Change the sentences by adding emphasis to the verb. Then
translate the sentences with emphatic construction into Russian.

This had the undesirable effect of missing important events.

At present companies know how to pragmatically use big data.
Knowing how to pragmatically use big data helps to gain new insights.
Facebook handles a tsunami of photographs every day.

Facebook users upload more than 900 million photos a day.

akrwpnpPE
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9.

Facebook stored roughly 250 billion images last year.

Some companies went to the enormous effort of analyzing data using the
traditional tools.

Companies analyzed data in the past, but they were forced to work with
snapshots of data.

The modern tools for data analysis produce results in a reasonable time frame.

Exercise 2. Use emphatic constructions in answers to the following questions
about smartphones.

Example A: — Do you use headphones to listen to music? — | do use headphones to
listen to music, but when I'm at home alone I prefer to use speakers.

Example B: — Do you use headphones to listen to music? — | do not use
headphones to listen to music now, because they are broken, but I do want to buy
new ones because | do need them!

1.

©NOUA W

9.

Do you have a lot of applications on your phone? — | do have a lot of
applications, but ...

Did you make sense of all the functions/features that your phone has?

Does your friend sometimes take snapshots of you?

Does your phone measure your internet traffic automatically?

Do most of your friends have an Andriod operational system on their phones?
Did you think of buying a new phone for yourself?

Do you think your phone is a useful tool for your studies?

Does it require a lot of efforts to find and retrieve necessary information on
your phone?

Do you know roughly the volume of free memory space on your phone?

Exercise 3. Matcheach vocabulary word or phrase with its definition. Notice
that there are more definitions than words.

______pure 1: logical

_____ toal 2: grow, become bigger
______insights 3: speed

______roughly 4: means of doing something
_____expand 5: something happening
______predict 6: very difficult to fully understand
______reasonable 7: variety

___ vast 8: small amount of

_____ingest 9: not exactly

incomprehensible  10: totally with nothing else mixed in
the majority of 11: understanding of deep things

11



event 12: huge

_____velocity 13: most

_____miss 14: describe a possible future event
15: not notice
16. eat
17. explain

Exercise 4. For each vocabulary word or phrase, circle TWO correct definitions

1. incomprehensible:
a) self-destructive

b) very confusing
c) understandable
d) clear
e) difficult to mentally process
2. gain new insights:
a) get understanding of deep
things
b) think carefully about
c) obtain ideas
d) travel abroad
e) meet new people
3. incorporate:
a) improve
b) break apart into tiny pieces
¢) include
d) exclude
e) integrate
4. predict:
a) try new things
b) describe a possible future event
c) to tell something to an enemy
d) forecast
e) test ideas scientifically
5. measure
a) fail to notice
b) degree of something
c) free time
d) amount of something
e) record by a camera

12

6. roughly:
a) very little
b) logically

C) approximately
d) small amount of
e) not exactly
7. velocity:
a) probability
b) a little bit of
c) speed
d) rare situation
e) rate
8. retrieve
a) reject
b) get back
Cc) eat
d) spend
e) recover
9. ingest:
a) loud and terrible
b) spoil
Cc) eat
d) consume
e) incorrect statement
10. vast:
a) men’s clothing
b) huge
Cc) to spread
d) computer virus
e) enormous



11. pure: 12. majority:

a) fresh a) most

b) not polluted b) smaller part of
c) food for babies c) argument

d) clean d) military officer
e) tough e) mainstream

Exercise 5. Put the given fragments in the right order to form questions.

1. is / many / images / Facebook / how / storing / ? .........cccoeviiiiiiiiiiinnnnnn...

2. velocity / represent / what / vector / does /7 ...oovvviiiiiiiii
3.have / does / what / handle / Facebook / every / day / to [/ ?
4. data formats / does / what / incorporate / bigdata/? ..............................

5. impossible / why / it / to capture / in the past / data / was / a vast / of /amount/ ?
6.are / of / used / what / the results / data analysis / for /?
7. what / with / was / the tools / existed / that / the problem / for analysing data / in
TR PaASE /7 et e

Exercise 6. Work in pairs. Ask each other questions found in Exercise 5.

Exercise 7. Fill in the blanks with appropriate words as you watch the video
“What is Big Data and how does it work”
(https://www.youtube.com/watch?v=TzxmjbL-i4Y). Note the meaning of the
following words:

to go way beyond [br'jond] — BeIxoauTh maneko 3a paMKy 4ero-.

ridiculous [r1'dikjules] — Henenbrit

treatment [ 'tri:tmont] — neuenue

genetic disease [d31'netik di'zi:z] — reHeTnueckoe 3ab0JieBaHNE

to cure [Kjua] — BeUTEUNTH, N30aBUTH OT YEro-I.

cancer [ 'kanso] — pak

So, we constantly produce a lot of . For example, via social media,
public transport and . But it goes way beyond that: daily we upload
pictures, tweets, and

documents. In total, we produce 2.5 quintillion
a day — that’s a lot of zeros, it’s ridiculous! We call this “big data”. But

13



what’s actually more important is what you can it. To process
big data, you don’t need computers. People work with the

and endless of normal servers and powerful algorithms. This way,
they can analyse over a pieces of data in minutes. And the result?
Well, for example, video streaming website Netflix analysed the big data of their
viewers, like and watching patterns. This way, they
produced a series with the perfect combination of actors, directors,
and story line. Right now the big data of Is being analysed to develop
a car that can drive completely all by itself! And in the
future we can even use the big data of DNA to determine the
treatment. This way, curing genetic diseases like cancer would become
. And that’s just the

According to the video, what spheres of life can be impoved by using big data
analysis? How?

What specific examples of big data application are given?

What other new facts about big data have you learned from the video?

VIl. SPEAKING

Exercise 1. Speak about velocity, variety and volume of data in your life.

1. Do you upload photographs or documents to social networks or cloud storage?
2. How many files are you storing online?

3. Can you easily find the image or document you need? How much time does it
usually take you to find it? What are some tools which help to retrieve a particular
image or document from a file storage?

4. Do you think all your text messages are stored somewhere other than on your
phone? Can anyone access them?

5. Isit possible to store everyone’s text messages?

6. In what spheres are sensors used? What are the functions of some of the
sensors that you’ve seen? Where is the information from such sensors stored?

14



UNIT

DATA MINING

Preview
Answer the questions:

1. How can big data be a problem?
2. How can it be an opportunity?
3. What is needed to make the maximum use of big data?

15




. READING
@ Read and translate the text

DATA MINING: WHAT IT IS AND WHY IT
MATTERS

Data mining is the process of finding anomalies, patterns and correlations
within large data sets to predict outcomes. Data mining is a cornerstone of
analytics, helping you develop the models that can uncover connections within
millions or billions of records. With a broad range of techniques, you can use this
information to increase revenues, cut costs, improve customer relationships,
reduce risks and more.

The process of digging through data to discover
hidden connections and predict future trends has a long
history. However, the term "data mining" wasn’t coined
until the 1990s. Its foundation comprises three intertwined
scientific disciplines: statistics (the numeric study of data
relationships),  artificial  intelligence  (human-like
intelligence displayed by software and/or machines) and
machine learning (algorithms that can learn from data to

make predictions).

Over the last decade, advances in processing power and speed have enabled
us to move beyond manual, tedious and time-consuming practices to quick, easy
and automated data analysis. The more complex the data sets collected, the more
potential there is to uncover relevant insights. Retailers, banks, manufacturers,
telecommunications providers and insurers, among others, are using data mining to
discover relationships among everything from pricing, promotions and
demographics to how the economy, risk, competition and social media are
affecting their business models, revenues, operations and customer relationships.

Why is data mining important? While the volume of data produced is
doubling every two years, more information does not necessarily mean more
knowledge. Data mining allows you to:

« sift through all the chaotic and repetitive noise in your data;

 understand what is relevant and then make good use of that information to
assess likely outcomes;

« accelerate the pace of making informed decisions.

Data mining, as a composite discipline, uses a variety of methods to address
different types of needs.
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Descriptive modeling uncovers similarities in historical data to determine
reasons behind success or failure, such as categorizing customers by product
preferences or sentiment.

Predictive modeling goes deeper to classify events in the future or estimate
unknown outcomes — for example, using credit scoring to determine an
individual's likelihood of repaying a loan.

Prescriptive modeling looks at internal and external variables and
constraints to recommend one or more courses of action — for example,
determining the best marketing offer to send to each customer.

[Text is adapted from: https://www.sas.com/en_us/insights/analytics/data-
mining.html]

Il. NOTES
data mining [ 'derto’ mainiy] JaTa MaWHUHT, HHTCJUICKTYaJIbHBIH
aHaJIn3 JTaHHBIX
anomaly [2'nomoali] aHOMAaJTHs
analytics [ ana'litiks] aHAJIMTHKA
automated [ 'oto mertid] aBTOMAaTH3UPOBAHHBIN
chaotic [ker'otik] XaOTUYHBIH
correlation [ kora'lerfn] COOTHOIIIEHHE, B3aUMOOTHOIIICHHE
cornerstone ['ko:nastoun] OCHOBA, KPacyroJbHbI KaMECHb
trend [trend] TEHICHIIUSA
manual [ 'manjusl] PY4HOMH
decade [ 'dekerd] JCCATUIICTHE
retailer [ 'ri:teilo] pUTEIIIep, PEIIPUITHE POSHHYHOM
TOPTOBJIH
manufacturer [ menju’ faektfors] IPOU3BOIUTEb
insurer [’ fvars] CTpaxoBasi KOMIIaHUSI, CTPAXOBIIIUK
descriptive modeling JTUCKPUTITHBHOE MOJICITMPOBAHNE
predictive modeling NPEIUKTUBHOE MOJICTUPOBAHHEC
prescriptive modeling IIPECKPHUIITUBHOE MOJICIIMPOBAHNE
similarity [ sima'leerati] CXOZICTBO
preferences ['preforonsaz] IPEAIOYTCHUS
sentiment [ sentimont] OTHOIIICHUE
variable ['veriabal] epeMeHHast
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lill. VOCABULARY

1. patterns [ 'patnz] 1a0JIOHBI, MOJICTTU, TIPUHITUTIBI
2. outcome ['avtkam] BEPOSTHOE COOBITHE
3. range [reinds] JTUAITa30H, CIICKTP

broad range of techniques [tek ni:ks]

HIUPOKUM CTIEKTP MPUEMOB

4.t0 increase revenues [mn'kri:s | yBEeIMYUTH TOXOMIbBI
‘revanju:z]
5. to cut costs [kosts] CHHU3UTH 3aTPaThl

. to reduce [rr'dju:s] risks
You can use this information to
increase revenues, cut costs, reduce
risks and more.

CHUBUTb PUCKU

MoHO UCTONB30BaTh 3Ty UHGOPMAILIHUIO,
JUISL  YBEJIMYEHUS JIOXOJOB, CHIKCHHUS
3aTpar, yMEHBIIECHHUS] PUCKOB U MHOTOTO

JPyTOTO.

7. to coin [koin]
The term "data mining" wasn’t
coined until the 1990s.

BBOJIUTH B OOpaleHue, B ynorpeoieHue
TepmuH «data miningy, 0003HaYaIOMINMA
MHTEJUICKTYaIbHBIN aHaJIN3 TaHHBIX, OBLIT
BBEJICH B OOpaleHue Toiabpko B 90-¢ IT.

8. to intertwine [ mnto'twain]
intertwined disciplines

MCPCILICTAaTbCA
CBsA3aHHBIC OTPACJIN 3HAHWA

9. artificial  intelligence
m 'telidzons], Al[er'ai]

[ a:trfifl

MCKYCCTBEHHBIN pa3syM

10. advances [od 'va:nsiz] in smth
Advances in processing power and
speed have enabled us to move to
automated data analysis.

IIPOIPECC B YEM-JI, JOCTUKECHUS
IIporpecc B yBEIMUYEHUM MOIIHOCTEU U
CKOPOCTH TIO3BOJIMJI TIEPEUTH K aBTO-
MATU3UPOBAHHOMY aHAJIN3y JTAHHBIX.

11. beyond [b1'jond]
to move beyond smth to smth

BHE, 34 paMKaMH
IIEPENUTHU OT YETO-JI. K UEMY-JI.

12. tedious [ 'ti:dias]

YTOMUTEIIbHBIN, TPYAOEMKNN

13. promotion [pra'maufn]

pPCKiIaMHasdA KaMIIaHU:A, IIPOABHUKCHHUC

14. to affect smth [o'fekt]

BJIUATH HA 4YTO-JI.

15. to double ['dabl]
The volume of data produced is
doubling every two years.

yABaMBATHCS
O0BeM
yABaMBACTCS KaKIIbIC JBA Tofa.

IIPONU3BOAUMEBIX JaHHBIX

16. to sift through smth [sift Oru:]

OT(UIBTPOBATH YTO-I1.

17. repetitive [r1'petotiv]

TTOBTOPSFOIUNCS

18. likely ['laikli]
to assess [o'ses] likely outcomes
likelihood [ 'larklihud]

BEPOSATHBIN
OLICHUBATb BEPOSATHBIE PE3YJIBTATHI
BEPOATHOCTH
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19. pace [peis]
to accelerate [ok'seloreit] the pace
of smth

TCMII
YCKOPUTH TCMII YCTO-JI.

20. to determine [dr't3:min]

ONPEIEIATD

21. score [sko:]
credit scoring

cyMMa 0asuioB
PEUTHHT KPEUTOCIIOCOOHOCTH

22.to estimate ['estimert]
to estimate unknown outcomes

OLCHUBATb
OLCHUBATD BO3MOXKHBIM PE3yiibTar

23. loan [loun]
to repay a loan
Predictive modeling uses credit
scoring to determine an individual's
likelihood of repaying a loan.

KpEIUT
BBITJIATUTH KPEIUT
[IpenqukTBHOE  MOIEIMPOBAHHUE  HC-
NOJIB3YET PEUTHUHI KPEAUTOCIIOCOOHOCTH
npu

OIIPCACICHUU BCPOATHOCTHU

BBITIATBI KpCAUTA 3aCMIITUKOM.

24. constraint [Kon streint]

OT'PaHUYICHHUC

25. course of action [ ko:s ov "&k|n]
to recommend [ reka'mend] a
course of action

Prescriptive Modeling looks at
internal and external variables and
constraints to recommend one or

more courses of action.

IUTaH JEUCTBUNA
PEKOMEHI0BATh IJIaH ICMCTBUI

[IpeckpuntuBHOE MOJICIIMPOBAHUE
paccMaTpuBacT BHYTPEHHUE U BHEITHUE
MIEpEMEHHBIE M OrpPaHUYEHUS, YTOOBI
PEKOMEH/I0BaTh OJWH WJIA HECKOJBKO
IUIAHOB JE€UCTBUI.

IV. COMPREHENSION CHECK

Exercise 1. Choose the correct answer(s) to the following questions:

1. According to the text, what is data mining used for?

a) to predict outcomes;
b) to reduce revenues;

c) to develop customer relationships;

d) to increase costs.

2. What is true about the term “data mining”?

a) It was widely used until the 1990s.
b) It was not used after the 1990s.

c) It appeared on coins in the 1990s.
d) It started to be used in the 1990s.
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3. What is true about descriptive modelling?
a) It’s one of the methods of data mining.
b) It is focused on the future outcomes.
c¢) It can identify groups of customers who bought the same product.
d) Itis used to recommend one or more courses of action.
4. Why is data mining important?
a) It allows you to make uninformed decisions.
b) It doubles the information every two years.
c) It helps to understand what information is not relevant.
d) It helps make decisions faster.
5. What spheres is data mining used in?
a) Banking and insurance;
b) Retail and marketing;
¢) Social media;
d) All of the above.
6. What data mining method is used to suggest the best way to act in the
future?
a) Descriptive modeling;
b) Predictive modeling;
¢) Provocative modelling;
d) Prescriptive modeling.

V. GRAMMAR

JIBOHMHOE OTPUIIAHUE KAK DM®ATHUYECKASI KOHCTPYKIIUA
B aHrnuiickom si3bIke JBOWHOE OTpUIlAHUE YMOTPEOasSeTCs TOIBKO B
sMpaTudeckux 1ensax. J[Ba oTpuilaHus mpu 3TOM HEUTPATIU3YIOT NPYT Apyra u
CO3JAI0T OMNMO3WLHI0 — yTBEPAUTEIbHOE 3HaueHue. OTHO OTpHIIAaHWME B TaKHUX
CIy4asiX BBIPAXKAETCA TPAMMATHYECKUM IIyTEM, a BTOPOE€ — MPU IOMOIIH
MPUCTABOK WJIU CJIOB, UMEIOIIUX OTPUIATEIHHOE 3HAUCHUE.

The term "data mining" wasn’t coined until the 1990s.
Tepmun «data miningy», 0603HauarOWUL UHMELTIEKMYATbHBIN AHAIU3 OAHHDBIX,
Obl1 66eden 6 oopauienue moavko ¢ 90-e 2e.

It is not untilthe business ownerssee some actual data mining models for
their business that they start to understand the potential outcomes of the project.

Tonvko nocne mozo, KaK 61a0e1blbl KOMRAHUIL YEUOAM DedlbHble MOOeU
UHMENNIEKNTYAJIbHO20  AHAJIU3A OaHHBIX Ol  CB0e20 6M3H€CCZ, OHU HA4YHYym
NOHUMAMb 603MOINCHbLE NEPCNEKMUBLL NPOEKNIA.
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Otpunanue NOt, ynotpediiseMoe nepe npuiiaraTebHbIM WM HApEeIHeM C

OTpHIATEILHBIMH IIPUCTaBKaMu UN-, iN- (il-, im-, ir-) dis-, umeeT ycunurenbHOe

3Ha4YCHUC, U BCC COUCTAHUC O0OBIYHO COOTBCTCTBYCT PYCCKOMY "GI/IOJZHQ, eecobMd,

0080/IbHO + npunacamenvhoe (Hapeuue)", HapUMep:
NOt UNCOMMON — TOBOJIEHO OOBIYHBIH,
not infrequently — noBonbpHO vacTo,
not impossible — BoyiHe BO3MOKHO.

VIi. EXERCISES

Exercise 1. Translate the sentences with emphatic constructions into Russian.

1.
2.

It is not impossible to sift through all the repetitive noise in your data.

It is not uncommon to use data mining to uncover similarities in historical
data to determine reasons behind success or failure.

It was not until the analytics looked at internal and external variables and
constraints that they could recommend two possible courses of action.

It is not infrequent that important hidden connections are discovered through
data mining.

It's not unusual anymore for organizations to store multiple petabytes of
data.

It is not unusual for organisations applying data mining techniques to see a
10-20 % revenue growth.

Access to real-time data is not unreasonable and must be a priority for all
organisations.

It was not until the early 2000 that two leading companies in the technology
world — Yahoo! and Google — predicted the problems of storing and
managing huge data and initiated work on finding a solution.

Exercise 2. Make up questions based on the text.

1.

9.

O N Ok~ wWwN

What
When
Who
Why
Where
How
How long
How many
How important

Voo oy o o e Y

Exercise 3. Work with a partner. Ask each other the questions from exercise 2
and answer them.
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Exercise 4. Insert the words from the box into the following sentences.

1. Using automated data analysis can reduce t and complex
manual calculations and improve the accuracy of the results.
2. Data mining can help produce personalized advertising and geographically

targeted p S.
3. Many tools are designed to make it as easy as possible for you to s
t the Social Data to find what is useful.
4. Data mining helps marketers m b general stereotypes and

zoom in on the specific customer.

5. Marketing departments can use big data to help their organizations
[ r :

6. With the growing use of information technology and the recent
a in web systems, the amount of data available to users has
increased exponentially.

7. The application of big data analytics in healthcare has a lot of positive and

also life-saving o S.

8. The vast majority of big data is typically r data.

9. Internet of Things and big data are closely i and although they
are not the same thing, it is very hard to talk about one without the other.

10. Uninstalling an important application can a your computer’s
operation.

Exercise 5. Translate the following sentences.

1. Kopnopamuu MoryT uMeTh AOCTYNl K OTPOMHOMY OOBEMY CBOMX JAHHBIX U
HE UMETh HEOOXOAUMBIX MHCTPYMEHTOB, UTOOBI UCIIOJIb30BATh 3TU JAAHHBIC IS
YBEIIMYEHHUS T0XOI0B.

2. CoBpeMEHHbIE€ TEXHOJOTUU TO3BOJSAIOT KOMIIAHUSIM YCKOPUTH TEMII
MIPUHATHS PEILICHUM.

3. CremnuanbHble aITOPUTMBI  TO3BOJSIOT OOHAPYKUTH MOBTOPSIOLIUECS
11a0JIOHBI B OOJIBIIMX MACCUBAX JAHHBIX.

4. YrtoObl MOJYYUTh HAWIYYLIUN pe3yNbTaT, CIEUUATUCT JOJDKEH 3HaTh
IIUPOKUH CIIEKTP IPUEMOB B 00JaCTH aHAIN3a OOJILIINX MAaCCUBOB JIaHHBIX.

5. JlocThkeHus B COBPEMEHHBIX TEXHOJOTHUSAX MO3BOJIMJIM MUHUMHU3UPOBATH
YTOMUTEIBHBIA PYYHOU TPYL.

6. BeposTHOCTH MOJOKUTEIBHOTO Pe3yJIbTaTa yBEIMUNUIIACH BJIBOE.

/. W3-3a HenmoctaTka WH(OpManuu OBUIO TPYIHO ONPEACIUTh HAWITYYIIUN
IJIaH JEHUCTBU.
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8. PelTHHr KpeauTOCHOCOOHOCTH HCHOJb3yeTcss OaHKaMH, YTOObI CHHU3UTH
PHUCKH HEBBIIJIATHI KPEIUTA.

9. Bonpmioe KOJMYECTBO OrPaHUYEHWM HETaTUBHO MOBJIMSUIO Ha YycHex
pPEKIaMHON KOMIIaHHH.

10. UckyccTBEeHHBIN  pa3yM TIO3BOJSIET BBIUTH 32 PaMKA  OOBIYHBIX
YeJI0BEYECKIX BO3ZMOXKHOCTEM.

Vi. SUPPLEMENTARY READING

1. Answer the following pre-reading questions:

v What songs or poems do you know which were probably written by people
suffering from depression? How can you tell the author was depressed
based on the language of his writing? Is it always easy to see?

v How can data mining technologies be used to detect depression?

2. While reading, pay attention to the pronunciation of the following words:
suffer ['safo] — crpamate
suicide ['sju:1sa1d] — camoyOmiicTBO
singular pronoun [ 'smgjola’provhavn]— mecronMenue eTMHCTBEHHOTO YUCIIA
spinal cord injury ['spainal ko:d "1ndzori] — TpaBMa mo3BoHOYHKKA
recreation [ rekri'eifon] — oTabIx, pa3BicucHue

PEOPLE WITH DEPRESSION USE LANGUAGE DIFFERENTLY -
HERE’S HOW TO SPOT IT

Depression changes the way you
move and sleep, and is even noticeable in
the way you express yourself in writing.
Sometimes this “language of depression”
can have a powerful effect on others. Just
consider the impact of the poetry and song

lyrics of Sylvia Plath and Kurt Cobain, who W7 Ly / |
both killed themselves after suffering from h@l
depression.

Scientists have long tried to pin down the exact relationship between
depression and language, and technology is helping us get closer to a full picture.
Traditionally, linguistic analysis have been carried out by researchers reading and
taking notes. Nowadays, computerised text analysis methods allow the processing
of extremely large data banks in minutes. This can help spot linguistic features
which humans may miss.

A new study has now unveiled a class of words that can help accurately
predict whether someone is suffering from depression. Computerized text analysis
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of personal essays and diary entries by depressed people as well as the work of
well-known artists such as Cobain and Plath revealed clear and consistent
differences in language between those with and without symptoms of depression.

It will surprise no one to learn that those with symptoms of depression use a
great amount of words conveying negative emotions, such as “lonely”, “sad” or
“miserable”. More interesting is the use of pronouns. Those with symptoms of
depression use significantly more first person singular pronouns — such as “me”,
“myself” and “I” — and significantly fewer second and third person pronouns —
such as “they”, “them” or “she”. This pattern suggests people with depression are
more focused on themselves, and less connected with others.

A big data text analysis of 64 different online mental health forums,
examining over 6,400 members, found that “absolutist words”, such as “always”,
“nothing” or “completely” can be even better markers of depression, reflecting a
more black and white view of the world people with depression have,

Researchers are combining automated text analysis with machine
learning (computers that can learn from experience without being programmed)
to classify a variety of mental health conditions from natural language text samples
such as blog posts. Such classification is already outperforming that made by
trained therapists. Importantly, machine learning classification will only improve
as more data is provided and more sophisticated algorithms are developed.

As the World Health Organisation estimates that more than 300m people
worldwide are now living with depression, an increase of more than 18% since
2005, having more tools available to spot the condition is certainly important to
improve health and prevent tragic suicides such as those of Plath and Cobain.

[The text is adopted from URL: theconversation.com/people-with-
depression-use-language-differently-heres-how-to-spot-it-90877]

3. After reading the text, choose synonyms to the words in italics:
1. People with depression use language differently — here’s how to spot it.

a) to notice

b) to buy

c) to hide

d) to speak

2. Scientists have long tried to pin down the exact relationship between
depression and language.

a) to advertise

b) to discuss

c) to forget

d) to understand
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3. A new study has now unveiled a class of words that can help accurately
predict whether someone is suffering from depression.
a) improved
b) guessed
c) discovered
d) disagreed with
4. Those with symptoms of depression use a great amount of words
conveying negative emotions, such as “lonely”, “sad” or “miserable”.
a) communicating
b) hiding
C) preventing
d) improving
5. Such classification is already outperforming that made by trained therapists.
a) shown to the public
b) changing
C) better than
d) improving

4. What other text analysis applications can you think of?

Il. SPEAKING

Exercise 1. Prepare a report (presentation) on one of the following topics:

1) Data Mining in Sports 7) Data Mining in Retail

2) Data Mining in Medicine 8) Data Mining in Food Industry

3) Data Mining in Social Media 9) Data Mining in Traffic Control

4)  Data Mining in Agriculture 10) Data Mining in Weather Forecasting

5) Data Mining in Fighting Crime 11) Data Mining in Space Exploration
6) Data Mining in Banking

Exercise 2. Discuss ethical issues of data mining. Is it possible to misuse big
data? Speak of beneficial and harmful ways to use the following types of data:

v Current location data;

History of previously visited locations;
Facial recognition;

Online consumer data;

Friends lists on social media;

E-mail address database;

Medical records.

AN VRN NN
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DATA SECURITY

1. Do you buy anything online? Do you feel safe making online payments?
2. Have you or anyone you know ever been a victim of a cybercrime or a

hacker’s attack?

3. What rules does one have to follow to prevent losing data or money online?

Preview

Answer the questions:
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I. READING

Read and translate the text

DATA SECURITY

Data security refers to the process of protecting data from unauthorized
access and data corruption throughout its lifecycle. Data security is also known
as information security or computer security. It is an essential aspect of IT for
organizations of every size and type. Security measures include data encryption,
tokenization and key management practices.

Encryption is the process of using an algorithm to transform plain text
information into a non-readable form called ciphertext. An algorithm and an
encryption key are required to decrypt the information and return it to its original
plain text format.

SAMPLE ENCRYPTION AND DECRYPTION PROCESS

S54. S5M

. 783-43-1616 bGoyZWOge
EncI-vptlon + p ............ :f;;:ff;c.o
FLINQNCge=
Plain Text Algorithm Cipher Text
S5N: SSN:
bGIyIWoRs 783-43-1616
. KBrdWOgZG | @ wllm 3 ™) s s s s 08 JONLE » o088
Decryption  [omscoc| T p
FLZXQNCge=
Cipher Text Algorithm Plain Text

Figure 1. — Sample Encryption and Decryption Process
(Mcrounuk: https://www.skyhighnetworks.com/cloud-security-university/tokenization-vs-encryption/)

Tokenization is the process of turning a meaningful piece of data, such as an
account number, into a random string of characters called a token. The advantage
of tokens is that there is no mathematical relationship to the real data they
represent. If they are breached, they have no meaning. There is no key, or
algorithm, that can reverse them back to the real data values. Tokenization uses a
database, called a token vault, which stores the relationship between the sensitive
value and the token.
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The token value can be used in various applications as a substitute for the
real data. For example, in the case of processing a credit card payment, the token is
submitted to the vault to retrieve the real value — the account number — for use in
the authorization process. Very often the end user is not even aware that the data is
stored in the cloud in a different format.

End user Data stored in cloud

Arthur Watkins Arthur Watkins
SSN: 783-43-1616 SSN: 866-99-9702

Acct: 679364917 Acct: 509415876

Token vault

(] | Plain text value | Token value
783-43-1616 866-99-9702
] | 679364917 509415876

Figure 2. — Sample Tokenization Process
(Mcrounumk: https://www.skyhighnetworks.com/cloud-security-university/tokenization-vs-encryption/)

Besides encryption and tokenization, good key management practices are
essential for protecting sensitive data, as its security crucially depends on the
security of the cryptographic key that allows the data to be decrypted. As a result,
the problem of protecting personal data is reduced to the problem of protecting
such keys from unauthorized access and use. For example, keys must never be
stored in the same place as encrypted data and only authenticated users should get
access to encrypted resources.

Another important component of key management is keeping track of the
events which have happened in the application. Each and every access to the set of
data which is encrypted because of its high degree of sensitivity should be logged
in detail, identifying the user who has accessed the sensitive data, the data which is
being accessed, and the time when the data is accessed.

Il. NOTES
lifecycle ['laif saikl] YKU3HEHHBIN 1TUKIT
original [a'ridzanl] MepPBOHAYAITLHBIN
original format [ fo:mat] nepBOHaYaIbHBINA (hopMaT
random [ ‘reendom] CIIy4alHbIH, TPOU3BOIBHO BEIOpAHHBIN
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character [ 'kerokto]

nudpa, OykBa, 3HaK, CHMBOJI

to represent [ reprr’'zent]

IMpCaCTABIIATD

to reverse [ri'vs:s]

BO3BpaIlaTh, 00paIarh

SSN — Social Security Number

HOMCP CBUACTCIILCTBA COLl. CTPAXOBAHWA

sensitive [ 'sensotiv]
sensitive value ['velju:]
sensitive data

sensitivity

3aCEKPEYCHHBIN, CEKPETHBIM, YA3BUMBIN
3aCEeKpEeYeHHOE U POBOE 3HAUCHUE
CEKpETHBIE KOH(UIEHIH-

anbHas uHGOpMAaLIUS

JaHHBIC,

KOH(PHUICHITUATHHOCTb

substitute[ 'sabstitju:t]

3aMCHUTCIIb, 3aMCHA

various ['vearias]

pa3IMYHbIN

component [kam'pavnant]

qacCTb, ACTaJIb, KOMIIOHCHT

to identify[ar' dentifai]

OIIpCACINTb, YCTAHOBUTL JTUYHOCTD

lll. VOCABULARY

1. throughout [6ru: aut]

Ha BCEM NPOTKEHUU

2. to authorize ['o:00raiz]
unauthorized access [ aksas]
authorization [ o:0orar zerfn]

JIaBaTh Pa3pEIICHNE
HECAHKIMOHUPOBAHHBIN 1OCTYI
IIPOBEPKA PErUCTPALOHHON
UH(}OpMAIIIH O MOJIb30BATENE

3. corruption [ka'rap/n] MOBPEXKICHHE, Pa3pyIICHNE
data corruption HapYIICHUE IIEJIOCTHOCTH JTAHHBIX
Data security refers to the process of | [Ton oGecrniedeHreM COXPaHHOCTH JaH-
protecting data from unauthorized | HpIX MOHMMaeTCs MPOIIECC 3AIUTHI JaH-
access and data corruption throughout | HpIX OT HECaHKIIMOHUPOBAHHOTO JOCTY-
its lifecycle. na W OT HapyIICHUs IEJIOCTHOCTH Ha
NPOTSHKCHUN BCETO KU3HCHHOTO IIUKJIA.
4. measure ['me3o] Mepa
security measures MepbI 0€30TacCHOCTH
5. encryption [ krip/n] mudpoBaHUe
data encryption muQpoBaHUE TAHHBIX
to encrypt / to decrypt 3ammudpoBath / pacmuppoBarh
6. plain [plemn] MIPOCTOM, TOHATHBIH
plain text OOBIUHBIN, HE3aMU(PPOBAHHBIA TEKCT
7. ciphertext ['sarfotekst] 3amuPOBaHHBIA TEKCT
Encryption is the process of | [lludppoBanue — 310 mporecc mpeodpa-

transforming plain text information
into a ciphertext.

30BaHUA UH(MOpMAIK B (JOpME MMPOCTOTO
TeKCTa B 3aM(POBAHHBINA TEKCT.
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8. token ['touvkon]
tokenization [ 'tovkonar'zern]

TOKCH, KCTOH, SAPJIBIK, CUMBOJI
TOKCHHU3alluA

9. string [strin]
random string of characters

CTpOKa
CITydaifHas OCIIeI0BATEIbHOCTh CHMBOJIOB

10. vault [vo:lt]
A token vault stores the relationship
between the sensitive value and the

token.

XPaHUJINIIC
XpaHI/IJ'II/IHlC TOKCHOB COACPIKUT
COOTHOLICHU A 3daCCKPCUYCHHLBIX

3HAQUCHUM U UX SIPJIBIKOB» — TOKCHOB.

11. advantage [od 'va:ntid3]

disadvantage [ disod'va:ntid3]

IPEUMYILECTBO
HEJI0CTaTOK

12. to breach [bri:tf]

security breach

The advantage of tokens is that if
they are breached, they have no

meaning.

HApPYIIUTh [ETOCTHOCTD, CO3AaTh OpeIb
HapYIICHUE 3alUThI

[Ipeumy1iecTBO TOKEHOB B TOM, 4YTO B
cllyyae YTE€YKM caMH 10 cebe OHH
JIUIIICHBI CMBICITA.

13. value [ 'valju]

data values

3HA4YCHUC
3HaA4YCHHU JaHHBIX

14. account [2'kaunt]

account number

CucT
HOMCDP CUCTa

15. to submit [sob ' mit]

MPEACTABISATh HA PACCMOTPEHHE,
MIPEIBSBIISAT

16. to retrieve [r1'tri:v]
The token is submitted to the vault
to retrieve the real value for use in

the authorization process.

WU3BJICKATh

TokeH mnpenbsBISICTCS B XPaHWJIUIIE,
9TOOBI M3BJICYb PEabHOC 3HAYCHUE IS
WCIIOJTb30BaHUS B POLIECCE ABTOPU3ALIHH.

17. to be aware [o'wea] of smth

The end user is not even aware that
the data is stored in the cloud in a
different format.

OBITH B KypCe 4ero-J., OT/1aBaTh ceoe
OTYET B YEM-II.

KoHeuHblM moab30BaTedb Jake HE
OTHAEeT cede OTYET B TOM, YUTO JAHHBIE

XpaHsATcs B o0ake B Ipyrom dopmare.

18. to reduce [r1'dju:s] smth to smth

The problem of protecting personal
data is reduced to the problem of
protecting cryptographic keys from

unauthorized access and use.

CBOAMTDB YTO-JI. K YEMY-JI.

[IpoGnema  3amMTBl  MEPCOHAJBHBIX

JTAHHBIX CBOJUTCS K MPOOJIeMe 3alllUThl
KJTIOUEH

Kpunrorpaduyeckux oT

HCCAHKIIMOHHUPOBAHHOI'O A0CTyIIa u

HCIIOJBb30BaHUA.

19. authenticated [o:'0entikertid] user

Only authenticated users should get

ayTeHTU(UIIUPOBAHHBIN MOJTH30BATEIH

Tonbko ayTeHTU(ULIMPOBAHHBIE
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access to encrypted resources.

I10JIB30BAaTCJIN JOJIZKHBI ImoJIy4arb

JIOCTYTI K 3alIM(POBAHHBIM PECYpPCaM.

20. to keep track [traeek] of smth
Another important component of
key management is keeping track of
the events which have happened in
the application.

OTCJIEKUBATh, PUKCUPOBATH
Eme opHOM BaxHOW 3amaded Ipu
YIPABIEHUA

OTCJICKHNBAHUC

KJIIIO9YaMH" ABJIACTCA

COOBITHH,  TPOHU30-

MEaAmMnX B IMIPUIO0KCHUHN.

21. degree [di'gri:]
high degree of sensitivity

CTCIICHDb
BBICOKas CTCIICHD KOH(l)I/II[eHHI/IaJILHOCTI/I

22.to log smb’s access [ &ksos] to
data in detail
Every access to the set of data
which is encrypted because of its
high degree of sensitivity should be
logged in detail.

MOAPOOHO 3aJ0TUPOBATh Y- JIOCTYI K

JTAHHBIM

JroOoit JTOCTYTI K JTAHHBIM,
3amr(pPOBAHHBIM IO MPUYMHE BBHICOKOM
CTETIEHH UX  KOH(UICHIUAIBHOCTH,

JOJDKCH OBITh HO,Z[pO6HO 3aJIOTUPOBAH.

IV. COMPREHENSION CHECK

Exercise 1. Compare the encryption and tokenization processes by filling in

the table:

Encryption

Tokenization

What does this process
transform the given data into?

What is required to return the

information to its original
form?
Where can this security

measure be used?

What is the advantage of this
method?

Exercise 2. Think of a title for each paragraph of the text and write down

your ideas below:

o0k wNE
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V. EXERCISES

Exercise 1. Make up questions based on the text.

=

9.

©NOUA®WN

What ?
When
Who
Why
Where
How
What is ?
How many
How important ?

N IR

-~

Exercise 2. Work with a partner. Ask each other questions from exercise 2
and answer them.

Exercise 3. Complete the definitions of the terms from the text by filling in the
blanks. Note the verbs which are usually used to define something.

1.

2.

3.

Is the process of using an algorithm to transform
ciphertext back to its original plain text format.

A database which stores the relationship between the sensitive value and the
token is known as a

A value that is applied using an algorithm to a plain text to produce
encrypted text is known as
The practices of protecting cryptographic keys from unauthorlzed access and
use are called

The process of turning a meaningful piece of data into a random string of
characters is called

A substitute for the real data which has no meanlng is called a
refers to the process of using an algorithm to transform

plain text information into a non-readable form.
refers to the process of protecting data from

unauthorized access and data corruption throughout its lifecycle.

Exercise 4. Learn to give the definitions from exercise 3 quickly without
looking at the text.

Exercise 5. Fill in the blanks with the vocabulary words in an appropriate form.

1.

2.

Real-time access to log data will allow you to filter and locate that one event
that could be the cause of a s b

Company management s often not a of some security m
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. On your

website
a u

Is there a log file | can set up to K

can define
to access specific services.
In this company all data security measures are r
passwords once a week.
. Special software allows you to | a

rule to

allow only

to changing

to sensitive data.

of who accessed what

files and what they did with them — i.e. deleted, changed and so on?

. Financial-related personal data has higher d
. Improper shutdowns of a computer may cause d

of s

C

Exercise 6. Fill in the empty cells with the appropriate word from the box.

ciphertext unauthorized advantage reduce
non-readable decrypt sensitive data
Synonym Synonym Antonym
allowed authorized
encode encrypt
original text plain text
benefit disadvantage
personal data data open to public
decrease Increase
clear readable
Exercise 7. Translate the sentences into English.

1. Jlns 3amuThl  KOH(PUACHIUAIBHBIX  JaHHBIX OOBIYHO  HCHOJB3YETCS
mudpoBaHre, HO B TOCJIEAHHE HECKOJBKO JIET CTaja MOMyJspHA Jpyras
TE€XHOJIOTUS — TOKEHHU3aLIHSI.

2. IudpoBanue mMeeT MHOTO MPEUMYIINECTB U SBISACTCS OJHUM W3 HauOoiee
3 PEeKTUBHBIX CPEACTB oOOecrneueHus: 0e30MacHOCTH KOH(PUICHIIMATbHBIX
JTAHHBIX.

3. IudpoBanne mo3BOMSIET 0OECIEUNTH JOCTYM K JaHHBIM  TOJIBKO
ABTOPU30BAHHBIM TOJIb30BATEIISIM.

4. Ho mmdpoBanHue — HE EIUHCTBEHHas Mepa O€30MacHOCTH, €CTh H
aJbTEPHATUBHBIE METO/IBI.

5. Wuorma cambiM TpaBWIBHBIM  pEIIEHHEM OyJIeT HE  3alluIlNaTh
KOH(UIEHIIMANIbHBIC JJaHHbIE ITU(POBaHUEM, a BOOOIIIE HE Mepe/1aBaTh UX.

6. TokeHu3alMs 3aKJIFOYACTCS B MOAMEHE PEAIbHBIX 3HAUCHUM JaHHBIX CTPOKOH
CITy4alHbIX CHUMBOJIOB — TOKEHOM.

7. JlroOoil 4enoBeK, MMEIOMN K04 MHUPPOBaHUS, MOXKET NpeoOpa3oBaTh
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10.

11.

3amu(pPOBAHHBIN TEKCT B IEPBOHAYAIBHBIN (pOpMaT.

B cnydae ¢ TokeHuM3aumed mpolecc He sBIseTcs oOpatuMmbiM. TokeH,
NpeabsaBIsieMbli  BMECTO JaHHBIX, He HeceT B cebe  HHUKaKou
KOH(HIeHIIMaTbHONH HH(opManuu. TOKeH HE MMEeT alropuTMa, KOTOPBIA
MO>KET BOCCTAHOBUTH peajibHbIC 3HAYCHHUS TAHHBIX.

CooTHoOIIIEHHE «SIPIBIKA» C PEATbHBIMU JTAaHHBIMH XPAHUTCS B XOPOIIO
3aIUIICHHON 0a3e JaHHBIX, HA3bIBAEMOUN «XPaHWIUIIE TOKEHOBY.

B cnyyae yTeuku TOKEH HE TIOMOXET W3BJI€Ub HHUKAKHE pealbHbIC
KOH(HICHIIATIbHBIC TaHHBIE.

Tokenuzanusi wuACaTbHO TOAXOAUT JUISL 3alIUTHl  KOH(UICHIMAIBHBIX
JTaHHBIX, TAKUX KaK HOMEpa CY€TOB U HOMEpPa COLMAIBHOTO CTPAXOBAHUSI.

VIl. SPEAKING

Exercise 1. Prepare a report (a presentation) on one of the following topics:

1.

Keeping your cryptographic keys safe and secure (suggested resource:
https://www.cryptomathic.com/news-events/blog/cryptographic-key-
management-the-risks-and-mitigations)

Classification of  cryptographic keys (suggested resource:
https://www.cryptomathic.com/news-events/blog/classification-of-
cryptographic-keys-functions-and-properties)

The full life-cycle of cryptographic keys (suggested resource:
https://info.townsendsecurity.com/definitive-guide-to-encryption-key-
management-fundamentals#The-Full-Life-Cycle-of-Keys)

Famous cases of data security breaches (suggested resource:
https://gizmodo.com/target-confirms-that-encrypted-pins-were-swiped-in-
blac-1490418755;
https://www.computerweekly.com/news/2240237912/Sony-Pictures-admits-
it-was-unprepared-for-Novembers-cyber-attack)

Tokenization of personal credit card payments (suggested resource:
https://jointoken.com/#/)

Tokenization of mobile payments (suggested resource:
https://www.retaildive.com/ex/mobilecommercedaily/biometrics-
tokenization-gain-steam-with-mastercard-visa-commitments)

Unbreakable encryption (suggested resource:
http://fortune.com/2013/10/14/unbreakable-encryption-comes-to-the-u-s/ )

Exercise 2. Prepare a list of questions to ask a data security specialist about
different methods of data protection and problems of data security
management. Act out an interview with one of your classmates playing the
role of a data security expert.
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UNIT 4

CLOUD TECHNOLOGY

Preview
Answer the questions:

1. How have cloud technologies changed the IT sphere?
2. What are the advantages and disadvantages of cloud computing?
3. What cloud providers are popular?
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I. READING

Read and translate the text

CLOUD TECHNOLOGY

Cloud technology services cover a vast range of options, from the basics of
storage, networking, and processing power

through to natural language processing and @) @
artificial intelligence as well as standard & ~x
office applications. Companies offering N X,rj/

these computing services are called cloud

providers. They typically charge for cloud N
computing services based on usage, similar _ —
to how you are billed for water or e atahane

electricity at home.

Cloud computing services can be private, public and hybrid. Private
cloud services are delivered from a business's data center to internal users.
Internal users may or may not be billed for services through IT chargeback. In
the public cloud model, a third-party cloud service provider delivers the cloud
service over the Internet. Customers only pay for
the CPU cycles, storage or bandwidth they consume.

A hybrid cloud is a combination of public cloud services and an on-
premises private cloud, with orchestration and automation between the two. The
goal of a hybrid cloud is to create a
unified,  automated, scalable
environment that takes
advantage of all that a public
cloud infrastructure can provide,
while still maintaining control
over mission-critical data.

Cloud technologies
architecture refers to the various
components and sub-components
of cloud that constitute the structure of the system. This architecture can be
classified into two sections: front-end and back-end. Front End is the visible
interface that computer users or clients encounter through their web-enabled
client devices. But it should be clear here that not all cloud technologies systems
will use the same user interface. Back End is the “cloud” part of a cloud

technologies architecture, comprising all the resources required to deliver cloud-
36
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technologies services. A system’s back end can be made up of a number of metal
servers, data storage facilities, virtual machines, a security mechanism, and
services, all built in conformance with a deployment model, and all together
responsible for providing a service.

Security remains a primary concern for businesses thinking about cloud
adoption — especially public cloud adoption. Public cloud service providers share
their underlying hardware infrastructure between numerous customers, as public
cloud is a multi-tenant environment. This environment demands isolation between
logical compute resources. At the same time, access to public cloud storage and
compute resources is guarded by account login credentials.

Il. NOTES

to constitute [ 'konstr tju:t |

COCTaBJIAITb

orchestration [ "o:kr streifn]

B331/IMOI[GI>1CTBPIC, MCXAaHH3M YIIPABJICHUA

automation [ o:to'meifn] aBTOMaTH3aLINS
infrastructure [ 'mfra strakt[s] uHppacTpyKTypa
unique [ ju: ni:k ] YHUKATbHBIN
architecture [ "a:kr tektfo | apXUTEKTypa
structure [ 'straktfs] CTPYKTypa

to classify [ 'kleesifai] KJIAaCCU(PHUITUPOBATH

section [ 'sek/n]

CEKIIMS, YaCTh

hybrid [ harbrid] THOPYTHBIHI

public [ pablik] OOIIIEeTOCTYITHBIN
unified ['ju:nifaid ] YHAUPHUITUPOBAHHBIN
mechanism ['meko nizm] MEXaHU3M
numerous [ 'nju:maras] MHOTOYHCIICHHBIN
various ['vearias] pa3IMIHBIHI

mission ['mifn] MUCCHS

isolation [ aisa'lerfn] pasjeiieHne

to guard [ga:d] 3alUIIaTh

lll. VOCABULARY

1. cloud [klaud]
cloud technology
cloud adoption
cloud providers
public cloud

00J1aK0

00JIaYHbIE TEXHOJIOTUHU

nepexo/1 Ha 00J1auHbIe TEXHOJIOTUU
MTOCTABITUKNA 00JIAYHBIX yCITYT

00IIeA0CTYITHOE 00JIaKo
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hybrid cloud
private cloud service

on-premises [on ‘premisiz] private

cloud

ruopuIHOE 001aK0
yclIyra 1o MPeA0CTaBICHUIO YaCTHOTO
o0OJraka

JIOKaJIbHOE JaCcTHOE 00J1aKo
(ycranoBieHHOE Ha TUTOTIA/IKE
3aKa34YMKa)

2. to charge [tfa:d3] for smth
to charge for
services

3. to bill [bil]
to be billed for smth
to be billed for water or electricity

cloud computing

Opath aTy 3a 4.-.

OpaTh 1uIaTy 3a YCIOyru OOJa4YHbIX
BBIUHCIICHUU

BBICTaBJISITh CUET

MOJIy4aTh CUET 3a YTO-II.

TOJTy4aTh CYET 3a BOLY WU SJIEKTPUYECTBO

to be billed for services through IT | mony4ats cuer 3a YCIYTH
chargeback TIOCPEIICTBOM AIIEKTPOHHBIX
BO3BPATHBIX IUIATEKEN
4. environment [’ varronmant] cpena
scalable environment Macirabupyemas cpeza
multi-tenant environment MyJIbTHAPCHIHAS Cpelia
5. to deliver [di'live] MOCTaBIIATh
to deliver services over the Internet IPEJOCTABIIATh YCIYTH qyepe3
HNHuTtepuer
6. a third-party service provider NPEIOCTABIIAIONIAS  YCIYTH  TPEThs

[0 63:d 'pa:tr s3:vis pro'vaido]
7. to take advantage of smth

to take advantage of all that a public

cloud infrastructure can provide

CTOPOHA; CTOPOHHUN MOCTABIIHUK
BOCITIOJIb30BAaThC Y.-JI.

BOCIIOJIb30BAaThbCd BCEM TEM, 4YTO
MOXET TPEAOCTaBUTh HHPPACTPYK-

Typa 00ILEeOCTYITHOTO 00JlaKka

8. to maintain control over smth
[men tein]
to maintain control
critical data

9. front-end [ frant end]

over mission-

noaAACPKMBATh KOHTPOJIb HA Y-JI.

MOAAeP)KUBATh KOHTPOJIb Haj 0c000
BOXHBIMU JTAHHBIMU
(GPOHTHIH/I; BHEIIIHUM, KITUEHTCKUH

10. back-end ['bak end]

11. to encounter [m kavnta] smb/smth

to encounter through web-enabled

client devices

OdKeHJ;  BHYTPEHHMH,  cepBepHas
4acTh

UMETH JENO0 C K-11., Y-JI

UMETh J€JI0 C JOCTYIIOM K CEeTH

IIOCPEICTBOM YCTPOMCTB
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12. to comprise [kom 'praiz]
to comprise all the resources required
to deliver cloud-technologies services

BKJII0YaTh, OXBATHIBATH
BKJIIOUYATh BCE PECYPChI, HEOOXOIUMBIE
JUISL TIPEIOCTABJICHUS YCIIYT 00JaYHBIX
TEXHOJIOT U

13. in conformance [kon'fo:mons] with
to be built in conformance with a
deployment model

B COOTBCTCTBUH C
OBITH IMOCTPOCHHBIM B COOTBCTCTBUU C
MOJCJIBIO pa3BCPThIBAHUS

14. to remain a primary concern for
smb ['praimart kon's3:n]
Security remains a primary concern
for businesses.

0CTaBaTbCsA OCHOBHBLIM ITPUOPUTETOM

be3onmacHOCT, OCTaeTcsi OCHOBHBIM

MPUOPUTETOM JIJIsl IPEATIPUSTUH.

15. login credentials [kr1'den/3lZ]
Access to public cloud storage and
compute resources is guarded by
account login credentials.

YYETHBIE TaHHBIE

JocTyn K 00111e10CTYITHBIM 00JIaYHbIM
XpaHUJIUIIAM U BBIYUCITUTEIBLHBIM
pecypcam OXpaHsIeTCsl yUeTHBIMU
JTAHHBIMHU BXO/1a B YUETHYIO 3aITHCh.

1IV. READING COMPREHENSION

Exercise 1. Answer the questions.

1. What is NOT true about cloud technology services?

a) Cloud computing services can be private, public and hybrid.

b) Cloud technology services cover only standard office applications.

¢) Cloud providers normally charge for cloud computing services based on

usage.

2. What is NOT true about the types of cloud services?
a) The customers of public cloud services pay for the CPU cycles through IT

chargeback.

b) Private cloud services are delivered from a company's data center to both

internal and external users.

¢) A hybrid cloud service is a combination of public cloud services and an

on-premises private cloud.

3. What is NOT true about cloud technologies architecture?
a) Back end is the “visual” part of a cloud technologies architecture.
b) Cloud technologies architecture includes various components and sub-

components of the cloud.

¢) Cloud technologies architecture can be classified into two sections: front-

end and back-end.
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4. What is NOT true about public cloud security?

a) Public cloud is a multi-tenant environment, so the underlying hardware
infrastructure is shared between numerous customers.

b) Unfortunately, access to public cloud storage and computer resources
cannot be guarded by account login credentials.

c) Security still remains a primary concern for businesses thinking about
public cloud adoption.

Exercise 2. Make your own questions based on the content of the text and ask
your group mates to answer them.

Exercise 3. Complete the definitions of the terms from the text by filling in the
blanks.

1.

iIs the “cloud” part of a cloud technologies
architecture, comprising all the resources required to deliver cloud-
technologies services.

A combination of public cloud services and an on-premises private cloud,
with orchestration and automation between them is known as :
are delivered from a business's data center to

internal users.
The visible interface that computer users or clients encounter through their
web-enabled client devices is called

are used to guard access to public

cloud storage and compute resources.

refers to the delivery of the cloud service
over the Internet by a third-party cloud service provider.

Companies that offer and charge for cloud computing services based on
usage are called

means that public cloud service providers can
share their underlying hardware infrastructure between numerous customers.

Exercise 4. Give the English equivalents

1.

O N Ok Wk

MYJTBTHAPECHTHAST CPEIA .+« eueeneeneentententeeneete et enteeneeneeneennenes
JIOKaJIbHOE 00JIAKO, YCTAHOBJICHHOE HA TUIOMIAIKE 3aKA3UMKA. . ...''vvvenesnnn..
yCIyTra MO MPEIOCTABICHUIO YACTHOTO OOMAKA .. v'uvenreneennarieeeneeneeanananss
NOI/ICP’)KMBATh KOHTPOJIb HaJl 0CO00 BaKHBIMU TAHHBIMU.........veeeesenns..
Opath IIaTy 3a YCIYTH OOJAYHBIX BEIUMCITCHUM . ...\t erieneaneennennnss.
CTOPOHHUM TOCTABIIIHK . ...\ uevvsstsseeeeeeeennnnnnnnnnssseneeanneeeeeeennreeennnnses
JOCTYT K OOIIEOCTYITHBIM OOJAYHBIM XPAHMITUIIIAM ....vvnrrseneeereneennnnnn
MTOCTABITUKUA OOJTATHBIX YCITYT . .tuuttenteenteenneeenneenneenneenneenneenneeenneenns



9. BKIIOYATh BCE PECYPChl, HEOOXOAMMBIC MJIs TPEIOCTABICHUS YCIYT
OOJTAUHBIX TEXHOIOTHH . .eutentsetenteeteeneete et eneeneeeenetiaeeeeaeanenns
10. MACIITAOUPYEMAST CPEIA. .. v v eneeeeeteeeteeeneeeeateeateeeanaeeaneeeaneeenns
11, yHUQHUITUPOBAHHBIA MEXAHUBM ....uuteennneeennreeenneeaneeeanseeanneeeanneeanns
12. momydath c4YeT 3a YCIYTH TIOCPEICTBOM JJICKTPOHHBIX BO3BPATHBIX
)21 U (X<)  (
13. UMETb JEJI0 MOCPEICTBOM JTOCTYIIA K CETH w.vtnveneeneeaneeneenneaneannennennn

Exercise 5. Compare the types of cloud computing services by filling in the
table:

private public hybrid

Who is this
service provided
by?

What do its
customers pay
for?

Is it secure to
store data here?

Exercise 6. Put the given fragments in the right order to form questions.

1. cloud/for /do/ providers/charge/what /? .............coovviiiiiinin..n.

2. are / companies / what / cloud / called / providers /? ..

3. is / “cloud” [/ technologies / how / the / part / a/archltecture / of/ cloud/
Called /2 e e e e e

4. public / possible/ is / within / improve / cloud / it / security / to /?
5. organizations / the / public / placing / why / about / still / do / data / the /
cloud/many / in/doubt /? ...

6. cloud/the/of / goal /hybrid /a/ what /iS/?.......cccccoevviiiiiiiiiiicce e
7. cloud/in/what/the/is/shared/ public /?2.......cccccoviiiiiiiiiiiniiece e

Exercise 7. Translate the sentences into English.

1. Bce XWibIlbl MOJYYarOT CYETa 32 BOAY U AJIEKTPUUYECTBO.

2. Ilpu BBIOOpE TMOCTaBIIMKA OOJAYHBIX YCJIYr BaM CleayeT oOpamaTh
BHUMaHHE€ HE TOJbKO Ha CTOMMOCTh, HO M Ha KaueCcTBO IIaKeTa
npeiaraéMbIxX yCIyT.

3. UHTepHeT-0aHKUHT — 93TO MPEAOCTaBICHHUE OaHKOBCKMX YCIyTr 4epes
HNuTepHer.
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[To MHEHUWI0O MEXIyHApOIHBIX JKCIEPTOB B 00JacCTH WHGOPMAIMOHHON
0€30MacHOCTH, TMOJIb30BATEIN JABHO TMOTEPSUId KOHTPOJIb HaJ CBOUMH
JTAaHHBIMH.

Bo3MoxHO 51 oOecreunTh 0€30MacHOCTh JOCTYMa K OOIIeIOCTYIHBIM
00JIaYHBIM XPAHWINILAM U BEIYUCIUTEIBHBIM pecypcam?

VYueTHbIe JaHHBIE — 3TO UMsI TI0JIB30BATEIIS U IMapOJIb.

B coorBercTBUM C TpeOOBaHUAMH KJIHUEHTOB IIPOCKT Iepe/ebIBaIn
TPHXKIBI.

[Tomp3oBaTenn  0OmIEIOCTYITHOTO oOOJlaka HE MOTYT YOPaBISITH U
o0cITy>kuBaTh 310 "00JaK0".

B MynpTHapeHmHON cpene M3MEHEHHs B 0a3e JaHHBIX MOTYT BHOCHUTh
HECKOJILKO MOJIb30BaTEICH.

VI.SUPPLEMENTARY READING

Answer the pre-reading questions.
1. Why are many companies afraid to place their apps and

2.

Note the meaning of the following words used in the text:

platforms on the cloud?
Is there a technology that can help ensure secure access
remotely?

high profile — mmpoxkas ornacka, 60NBIION pe30HAHC
automobile licenses — aBToMOOMIIbHBIC HOMEPA

SaaS — Software as a service

ransom — BBIKYTI

CrooK — MOIIICHHUK

Read the text and express your opinion about cloud security. What possible
ways to prevent hacking attacks are mentioned in the text?

PREVENTING THE SECURITY GAP IN THE CLOUD

It’s no secret that people and businesses are moving to the cloud at a rapid

rate. The latest figures show that in

2018 most organizations will have
around 40 per cent of their apps and
platforms on the cloud. That number is
expected to grow. But it will hardly
grow up to 100 per cent.

is that companies are frightened to
have a high profile cloud-related

One of the main reasons for this

cyber-attack.
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It wasn’t that long ago that UBER got hacked and the crooks walked away
with personal data from 57 million users that included 600,000 U.S. automobile
licenses. What made this attack worse is the fact that UBER kept it silent for more
than a year and decided to pay the ransom. The cyber crooks were able to grab log-
in credentials from a GitHub repository used by UBER’s development team that
was left unprotected.

Not just businesses, but individuals are equally at risk. Last summer personal
information from 198 million American voter records was left exposed. What
makes this situation scary is it wasn’t a hack at all. The database was publicly
accessible on an Amazon S3 server. The database had been misconfigured
allowing it to be available to anyone searching online. This brings to light the need
for a simple, cloud-friendly solution that can protect data and people.

According to Amit Bareket, the co-founder and CEO of Perimeter 81 (an
Israel-based developer of cloud-enabled VPNs with 24/7 protection that provides
automatic WIFI security on the go) it could have been prevented with a software-
defined perimeter technology that would close cloud environments and SaaS
services to everyone except authorized devices, users and locations.

At Perimeter 81, Bareket has implemented a zero-trust security model that
enables users to have direct access to cloud resources and apps. This technology
evaluates the user permissions and related metadata to ensure secure access
remotely.

“Utilizing it, organizations can ensure that only authorized connections are
being established, while keeping the cloud completely hidden from all others
including the black cloud.”

[Text is adapted from: https://www.e-channelnews.com/preventing-the-
security-gap-in-the-cloud/]

Now answer the questions based on the text. Have your answers to questions 1
and 4 changed?
1. Why are many companies afraid to place their apps and platforms on the
cloud?
2. What were the cyber crooks able to steal from a GitHub repository?
What happened to personal information from American voter records?
4. Is there a technology that can help ensure secure access remotely?

w
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VIil. SPEAKING

Exercise 1. This is a comparison between two types of cloud computing
services. Speak about their potential customers (e.g. small business, civil
service, teenagers, etc.).

VS (I-ﬁn'.rate Cloud

ﬁ Privately Shared
Virtualised Resourcas

i
& Cluster of dedicated ()

Supports mulliple & o

Publically Shared
Virualised Resources

customers e customers A
2 & @
4 4R Connectivity over —
B Supports connectivity internet, fibre and private network a
! .
V> over the internet
Zihb i *—-

Suited for less W Suited for secured
confidential informatian confidential information

& core systems
Exercise 2. Speak about the advantages and disadvantages of these types of

clouds.

Exercise 3. Prepare a report (a presentation) about a popular cloud service
provider of your choice.

Exercise 4.Look at the pictures and match them with the words in the box.
Prepare a short monologue trying to use as many words and phrases from the
box as possible.

Cloud Cloud Search Data Data Filter
computing Processing
Process
Data Backup Data Exchange Cloud system Autormation
Cloud : Data )
Technology | C1UAHOSHNG | g nchronization | DAt Security
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ARTIFICIAL
INTELLIGENCE

Preview

Answer the questions:

1. How has artificial intelligence transformed the modern world?

2. What Al gadgets are the most popular ones nowadays?

3. What are the benefits and risks of artificial intelligence?
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I. READING

Read and translate the text

- ARTIFICIAL INTELLIGENCE

Artificial intelligence or Al is the simulation of human intelligence
processes by computer systems. These processes include learning (retrieving
information and rules for using it), reasoning (using the rules to reach
approximate or definite conclusions), and self-correction. Particular
applications of Al include expert systems, speech recognition and machine vision.

Al has gained prominence recently due, in
part, to big data, or the increase in speed, size and
variety of data businesses are now collecting. Al
can perform tasks such as identifying patterns in the
data more efficiently than humans, enabling
businesses to gain more insight out of their data.
Today, this term includes everything from robotic
process automation to actual robotics.

Examples of Al technology are automation,
machine learning, machine vision, natural language processing, robotics.

Automation is the process of making a system or process function
automatically. Robotic process automation (RPA), for example, can be
programmed to perform high-volume, repeatable tasks normally performed by
humans. RPA is different from IT automation in that it can adapt to changing
circumstances.

There are three types of machine learning algorithms:

e supervised learning, in which data sets are labeled so that patterns can

be detected and used to label new data sets;

e unsupervised learning, in which data sets aren't labeled and are sorted

according to similarities or differences;

e reinforcement learning, in which data sets aren't labeled but, after

performing an action or several actions, the Al system is given feedback.

Machine vision makes computers see. Machine vision captures and
analyzes visual information using a camera, analog-to-digital conversion and
digital signal processing. It is often compared to human eyesight, but machine
vision isn't bound by biology and can be programmed to see through walls, for
example. It is used in a range of applications from signature identification to
medical image analysis.
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Natural language processing (NLP) is the processing of human — and not
computer — language by a computer program. One of the older and best known
examples of NLP is spam detection, which looks at the subject line and the text of
an email and decides if it's junk. Current approaches to NLP are based on
machine learning. NLP tasks include text translation, sentiment analysis and
speech recognition.

Robotics is a field of engineering focused on the design and manufacturing
of robots. Robots are often used to perform tasks that are
difficult for humans to perform. They are used in b
assembly lines for car production or by NASA to move \ o "
large objects in space. More recently, researchers are ‘/J\,

using machine learning to build robots that can interact in
social settings. [
[The text is  adapted from  URL: | %

https://searchenterpriseai.techtarget.com/ definition/Al-
Artificial-Intelligence]

Il. NOTES
simulation [ simju'lerfn] CUMYJISIIIUS, MOJICINPOBAHNE
process [ 'proavses] TIPOIIECC
efficiently [1'fifontli] 3¢ heKTUBHO
self-correction [ self ko'rek/n] CaMOKOPPEKITHSI
to collect [ka'lekt] coouparhb
to identify [a1' dentifar] UACHTU(DUIINPOBATH
robotic process automation [rou'botik | poGoTH3MpPOBaHHAS aBTOMATHU3ALINS
‘prouses o:ta'meifn] MIPOIICCCOB
natural language processing [ natforal | 00paboTKa TEKCTOB Ha €CTECTBEHHOM
'leengwidz ‘prousasin] SI3BIKE
robotics [rou 'botiks] pPOOOTOTEXHUKA
to adapt [o'deept] aJIarTHPOBATh
machine vision [ma'fi:n 'vi3n] MAaIIMHHOE 3PCHHUE, aBTOMATHYSCKUN
aHaIu3 BUACOMH(POPMALINH
to analyze [to '&nolaiz] aHaJIM3UPOBATh
visual ['vizual] BU3YyaJIbHBIN
analog-to-digital conversion npeoOpa3oBaHue U3 aHATOTOBOM
[kon'v3:[fn] dbopmpbl B 1I(poBYyIO
eyesight ['ar sart] 3peHHE
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biology [bar plad3i]

OuoJIOTus

identification [ar dentifi'ke1[n]

UIeHTUPUKAITIS

medical image analysis [ 'medikal
'tmid3 o 'naelosis]

aHaJIn3 MCAUIIMHCKHUX CHUMKOB

spam [spaem] cram

subject ['sabdzikt] CYOBEKT

current [ 'karant] COBPEMEHHBIN

sentiment analysis ['sentimant aHaJIM3 TOHAJIBHOCTH,

o' naelosis] AMOIMOHAIBHOMN OKpacKu
BBICKa3bIBAHUI

focus [ faukas] dokyc

object ['pbdzekt] 00BEKT

lil. VOCABULARY

1. intelligence [In'telid3ons]

artificial [ a:ti'fifal] intelligence
human ['hju:moan] intelligence

WHTEIJIEKT
HCKycCcTBeHHBbIN uHTEIEKT (M)
YEI0BEYECKUN UHTEIUIEKT

2. to retrieve [r'tri:v]
to retrieve information

W3BJIEKATh
M3BJEKaTh UH(pOpMALIIIO

3. to reason ['ri:zn]
reasoning

paccyxaaTh, 1€JaTh BBIBOJIbI
paccyxkJieHue

4. conclusion [kan'klu:3n]
to reach a conclusion

approximate [o'proksimot] conclusions
definite conclusions

BBIBOJ]

MIPUXOJIUTH K BBIBOTY
IIPOMEKYTOYHBIE BHIBOIbI
OKOHYATEJILHBIC BHIBOIBI

5. particular [pa‘tikjols]

Particular applications of Al include
expert systems, speech recognition
and machine vision.

OTJEJILHBIN

OtnenbHbie U punoxeHust BKIIOYAOT
AKCIIEPTHBIE CUCTEMBI, PACTIO3HABAHUE
peYd U MalIMHHOE 3PEHHUE.

6. recognition [ rekag'nifn]
speech recognition

pacro3HaBaHKe
pacro3HaBaHKUE PEUH

7. to gain [gein]
to gain prominence [ ‘prominans]
to gain insight [ 'insart]

Al enables businesses to gain more
insight out of their data.

I10JIy4aTh
3aBOEBATh U3BECTHOCTh

BHUKATB, [10J1y4aTh YETKYO KapTUHY
IIPOUCXOIALLETO

N no3BosseT KOMITaHUSAM 10JIy4YaTh
0oJjee YETKYIO KapTUHY MPOUCXOISAIIETO
Ha OCHOBE UX JaHHBIX.

49




8. circumstance ['s3:komstons]

Robotic process automation is
different from IT automation in that it
can adapt to changing circumstances.

9. learning ['I3:nin]

machine learning
deep learning

supervised ['su:pavaizd] learning
unsupervised learning
reinforcement [ ri:in'fo:smont]
learning

10. to label ['leibl]
to be labeled

00CTOSITENBCTBO

PobGoTu3upoBanHas aBTOMaTH3AIUA
HPOIIECCOB OTJIMYAETCS OT aBTOMATH-
3aluu B UHOOPMAITIOHHBIX TEXHOJIOTUSX
TEM, YTO OHA MOXKET aIalTHPOBATHCSA K
M3MEHSIOIINUMCS OOCTOSITEILCTBAM.
o0yueHue

MAaIlIMHHOE 00y4YeHUe

riyooKoe 00yueHue

00y4EeHHE C YUUTEIEM

oOyueHue 0e3 yuuTes

00y4eHHE C MOAKPEIICHUEM

MapKUpOBaTh, pa3MeyaTh

OBITH IPOMAPKUPOBAHHBIM,
Pa3MEYEHHBIM I10 TPUHAJIEKHOCTH K K.-
J1. KJ1accy

11. similarity [ simo'leerati]

similarities and differences

In unsupervised learning data sets are
not labeled and are sorted according
to similarities or differences.

12. to be compared [kam'pead] to
smth

Machine vision is often compared to
human eyesight

COBIIAJIEHUE, CXOJICTBO

CXOJICTBA U PA3IUYHUS

[Tpu oOyuenun 0e3 yuutenst Habopsbl
JAHHBIX HE Pa3MEYaloTCa U COPTUPYIOTCS
B COOTBETCTBUU CO CXOJICTBAMH WJIN
Pa3INYUSAMHU.

OBITh CPABHUBAEMBIM C Y.-JI.

MamuHHO€E 3peHHE YacTO CPaBHUBAETCS
CO 3pEHHUEM YEJIOBEKa.

13. to be bound [bavnd] by smth

Machine vision isn't bound by biology
and can be programmed to see
through walls.

14. signature ['signat/o]

signature identification

15. junk [d3Ank]

Spam detection looks at the subject

line and the text of an email and
decides if it's junk.

16. approach [2'prout]]
current approaches

OBITH CBA3aHHBIM (OTPAHUYECHHBIM) Y.-J1.
MaiiuHHO€ 3peHue He OTPAaHUYCHO
OMOJIOTUYECKUMU BO3MOXKHOCTSIMU U
MOXET OBITh 3aIPOTPAMMUPOBAHO,
YTOOBI BUJIETh CKBO3b CTCHBI.

MNOAMUCH

UACHTU(UKAIMS 110 TTOAIUCH

HEHYKHBIN XJIaM

OO6HapyxeHue crama paccMaTpuBaeT
TEMY M TEKCT COOOIICHHUS DJIEKTPOHHOM
IIOYTHI U PELIAET, ABJISETCS JIU ITO
HE)KEJIATEIbHBIM.

IOAXON

COBPEMEHHBIE MOIXO/bI
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17. to perform [pa'fo:m]
to perform high-volume, repeatable

[r1"pi:tabl] tasks

BBIITIOJIHATD
BBIITIOJIHATD prrIHOMaCHITa6HBI€
IMOBTOPAOIIHUCCA 3a1a9U

18. to capture [ 'kept/o]

Machine vision captures and analyzes
visual information using a camera.

3aXBaThIBATh
MainHHO€ 3peHue 3aXBaThIBACT U
aHAIM3UPYET BU3yaJIbHYIO HH(OpMAIIKIO
C IOMOIIBIO KaMEPBHI.

19. assembly line [o'sembli lain]

Robots are used in assembly lines for
car production.

KOHBEMEp
Po6oThI HCTIONIB3YIOTCS HA KOHBEHepax
JUTSI IPOU3BO/ICTBA AaBTOMOOUIIEH.

20. social setting [ soufal "setin]

Researchers use machine learning to
build robots that can interact in social
settings.

CUTYaIlMH COLMAIILHOTO OOIICHUS
HccenenoBaTenn NCIIONB3YIOT MAITUHHOE
oOyueHue 715l Co3/1aHusi poOOTOB,
KOTOPBIE MOTYT B3aMMO/ICHCTBOBATH B
YCIIOBUSIX COITMAIIBHOTO OOIICHWS.

IV. READING COMPREHENSION

Exercise 1. Answer the questions based on the text. More than one variant can

be incorrect.

1. What is NOT true about natural language processing (NLP)?
a) Spam detection makes a thorough analysis of the message and then

decides if it's junk or not.

b) Current approaches to NLP are based on machine learning.
¢) NLP tasks include IT automation.

2.What is NOT true about machine learning?

a) In unsupervised learning data sets are sorted according to their similarities

not differences.

b) Machine learning teaches computers to perform like humans.
c) The Al system is given feedback after performing an action in

reinforcement learning.

3. What is NOT true about robotics?
a) Robotics is a field of engineering focused on the design and manufacturing

of big and small robots.

b) Robots help humans to perform tasks that are difficult for them.
c) It's impossible to build robots that can interact in social settings.

4. What is NOT true about machine vision?
a) Machine vision captures and analyzes visual information.
b) Machine vision is used only in security applications.
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¢) Machine vision can hardly be compared to human eyesight.

5. What is NOT directly stated in the text?

a) Robotic process automation is different from the automation supervised by
humans in that it can adapt to changing circumstances.

b) Not bound by biology, machine vision can be programmed to see through
walls.

c) Artificial intelligence as the simulation of human intelligence is able to
perform all tasks and operations that human intelligence can do.

d) Data sets are labeled in supervised learning so that patterns can be detected
and used to label new data sets.

e) Robots are able to move large objects in space.

V. EXERCISES

Exercise 1. Make your own questions based on the content of the text and ask
your group mates to answer them.

Exercise 2. Complete the definitions of the terms from the text by filling in the
blanks.

1.

Is the process of making a system or process function

automatically.

A field of engineering focused on the design and manufacturing of robots is
known as

An ability to look at the subject line and the text of an email and decide if it's
junk is known as
The simulation of human intelligence processes by computer systems is
called

A machine learning algorithm in which data sets are labeled so that patterns
can be detected and used to label new data sets is called

The process of retrieving information and rules for using it is called

refers to the ability to adapt to changing circumstances
while performing high-volume, repeatable tasks normally performed by
humans.

refers to the process of capturing and analyzing visual
information using a camera, analog-to-digital conversion and digital signal
processing.

Exercise 3. Give English equivalents to the following words and expressions:
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. poOOTH3UPOBAHHAS ABTOMATU3ALMS MTPOLIECCOB .. .euueeneeeneeneenneannannennns

. U3BIIEKATD MHPOPMALIHED ... enuttnnttenttenntetee et ete et ereneeneeennaeanaeannn
. KOHTPOTHPYEMOEC OOYUCHUE .. uveeneeenntenneennteenteenteetteaneeaneenneeenanenns
. BBIMOJHATH KPYMTHOMACIITAOHBIE TIOBTOPSIIOUTUECS 3AMAUH ..'uveneennennnnne

1

2

3

4

ST F: 1100703 1 (01S0c 0153 214 (<
6. HCIOJIB30BATH COBPEMEHHBIC TTOXOIBL. . .. vueneeeneeneeeneeneenneaneenneneenens
7. mpeoOpa3oBaHUE M3 AHATOTOBOU (POPMBI B IIUDPOBYIO. ...vvvrenrearerannnenns
8. 00paboTKa TEKCTOB HA €CTECTBEHHOM SI3BIKE .....vvenerennreenneenneennnenneannns
9. 3aBOCBATDH MBBECTHOCTD .. .vtuutentseniinetneensenneeneenneneensensenneeneennnens
(KO 701 (S5 007 000)50%:000% 8 B3 (I 1 (071111 (¢) 2 SN RN
11.00HAPYIKEHHUE CITAMA .. .\veeenetteentteeenteeeteeeeneeeenseeeanaeeanseeanneeeennen
12.amanTUpoBaThCS K U3MEHSIOMIUMCS OOCTOSATEITBCTBAM. . .\'vveeeeenneeannennns.
(RCTRE (S4) (0): 15 (S101:07%107% 713 ¥ 0) (<)
14.aHanu3 SMOIMOHAIBHONW OKPACKH BBICKA3ZBIBAHUM .....venueeeniianieaneannnnnn.
15.pACTIOBHABAHME PEUM ... e'neteennseeennneeenneeeanneeeaneeeeneeenneeeanneeeannens
16.CXOMCTBA M PABITHIUFIS . .uvveeeeteeeneseeente e ennee e enaeeanneeeanseeaneeeaneeans

17.CTUMYTHUPOBAHHOE OOYUECHIE .. .vvneeeneteeteeneeenneenteeaneeenneanneenneennann.

Exercise 4. Compare the most popular types of artificial intelligence by filling
in the table:

automation | machine machine natural robotics
learning vision language
processing

What tasks
does this
type of Al
perform?

What are its
peculiar
features?

Where can
this type of
Al be used?

Exercise 5. Put the given fragments in the right order to form questions.

1. tasks / artificial / kind / perform / what / can / intelligence / of / ?
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2. prominence / recently / why / gained / Al / has / 7.l

5.data / why / learning / are / supervised / labeled / sets / in [/ ?
6. automation / can / used / where / robotic / be / process / ?.....ccoviiiiinnnn.

Exercise 6. Translate the sentences into English.

1. HckycCTBEHHBI MHTEIUIEKT — ATO CIOCOO CenaTh KOMIBIOTEp, podoTa WM
IpOrpamMmy, CIIOCOOHYIO MBICTUTh KaK YeJIOBEK.

2. Xots nepBas Bepcust cuctembl WIiNndows mosisunack B 1986, momysisspHOCTh Y
MOJIb30BaTeNIeH cMoria 3aBoeBarh Toibko cuctema Windows 3.0.

3. CoBpeMeHHBIE TPOTPaMMBI I PACIIO3HABAHUS PEYNM CIOCOOHBI 3aMCHHTH
KJIaBHATYDY.

4. VnenTudukamuio 1Mo moANMMCcCH BO3MOXKHO UCIIOIb30BaTh IMMOBCIOY.

5. PobotuzupoBaHHas aBTOMAaTHU3aIMsi TMPOLIECCOB TNPHUMEHSETCS Ha TeX
IpPEANPUSITHUSX, rae HE00X0IMMO BBITIOJIHATH KpyITHOMAaCIITaOHbIE
MOBTOPSIOIIHNECS 33/1a4U.

6. B kakomM W3 BUAOB MAaIIMHHOTO OOyYCHMsI HAOOpHI AHHBIX OTMEYAIOTCS H
COPTHUPYIOTCSI B COOTBETCTBUU CO CXOJICTBAMU WJIU PA3TUUUSIMU?

7. K coxayienuto, mpuOJIN3UTEIIbHBIC BBIBOJIBI HE BCET/Ia OKA3bIBAKOTCSI BEPHBIMH.
8. Bbl xoTuTe y3HaTh, TNI€ W JJISI YETO HUCIOJIb3YeTCs TIIyOMHHOE OOy4YeHHE B
peanbHOM KU3HU?

9. WU npunoxeHust UCMONB3YIOTCS i GUIBTPAIMK CllaMa M KOHTEHTa HU3KOTO
KauyecTBa.

10. Komnanus pa3pabaTbiBaeT aJrOpUTMbl MAIIMHHOTO 3PEHHS, KOTOpbIE
MO3BOJISIIOT KOMITBIOTEPAM “UUTATh” M300pAKEHHUS.

11. Ha coBpeMEHHOM TMPOU3BOJACTBE IIMPOKOE MPUMEHEHUE  MOJYYHIH
pOOOTU3UPOBAHHBIE  CHUCTEMBI, OCHAIICHHbIE "MAIIMHHBIM  3peHueM" U
Pa3JIMYHBIMU CPEJICTBAMU KOHTPOJISI ABUKEHUI.

54



VI. SUPPLEMENTARY READING

1. Answer the pre-reading questions.
1. What is a smart home?
2. |s smart home automation system secure?
3. What methods and tricks did the researchers use to hack the smart home
automation system?
4. What is a common security flaw in the tested platform?

2. Read the text and note the pronunciation of the following words:
lock-pick malware app [ malwes] —
BPEJOHOCHOE MPUJIOKEHHE "OTMBIUKA"
proof-of-conceptattacks[ konsept] —
OKCIICPUMCHTAJIbHEIC, ITPOBCPOYHEIC
aTaKH"u

Smart Home

toeavesdrop['i:vz drop] -
TIOZICITyIUBATh (c TIOMOIIBIO =
MUKPO(OHOB)

todisguise[dis'gaiz] - wmackupoBars,
IepeoieBaTh

HACKING INTO HOMES: 'SMART
HOME' SECURITY FLAWS
FOUND IN POPULAR SYSTEM

University of Michigan researchers have developed a way to hack into the
leading "smart home" automation system and get the PIN code to a home's front
door.

The method, a "lock-pick malware app,” was one of four attacks the
researchers used on an experimental set-up of Samsung's SmartThings.

The researchers performed a security analysis of the SmartThings'
programming framework and conducted successful proof-of-concept attacks to
show the impact of the flaws they found. For example, they demonstrated a
SmartApp that eavesdropped on someone setting a new PIN code for the door lock,
and then sent the PIN in a text message to a potential hacker. The app was
disguised as a battery-level monitor and only expressed the need for that capability
In its code.

The researchers also showed that an existing, highly rated SmartApp could
be remotely exploited to virtually make a spare door key by programming an
additional PIN into the electronic lock. A different SmartApp was shown to be able
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to turn off "vacation mode," which enables the user to program the timing of lights,
blinds, and other household features to help secure the home while the owner is
away.

The researchers note one common security flaw. The platform grants its
SmartApps too much access to devices and to the messages those devices generate.

[Text is adapted from: URL: https://cacm.acm.org/news/201938-hacking-
into-homes-smart-home-security-flaws-found-in-popular-system/fulltext]

VIl. SPEAKING

1. Look at the pictures and match the gadgets and technologies with the words
from the table.

Automatic Virtual reality Artificial
. Exoskeleton : .
robotic arm head set intelligence
Persorg:lrhover Tracking glove Hologram Personal robot
Augmented Internet of

Cybernetic limb Wearable tracker

reality Things

Intelligent
personal assistant

Ambient user

Drone technology experience

Autonomous car

A9 B=a
I q liv 1\

EL.:
T ——

a

L
=
|
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1. Prepare a short talk on one of the gadgets or technologies in the picture.

2. Tell your group mates why you want or don’t want to have a smart home
automation system in your home.

3. Share your impressions with your group mates about books or movies about
Al.

4. Speak about one of the current or possible future applications of Al.

5. Imagine that you have invented a time travelling machine and found yourself
in the nearest future. How has the world changed? Choose one sphere of human
life and tell your group mates about it.
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BIOMETRIC
AUTHENTICATION

Preview
Answer the questions:

1. What do you know biometric authentication?
2. Where is it mostly used?
3. How has biometrics changed the issue of security in the modern world?
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I. READING

Read and translate the text

BIOMETRIC AUTHENTICATION

Biometric authentication has strongly expanded in the last few years, with
more and more people relying on it and even demanding for it. Biometric
authentication is the process of verifying your identity using your measurements
or other unique characteristics of your body, then logging you in a service, an app,
a device and so on. The most popular methods of biometric authentication are:
fingerprint scanning, eye scanning (retinal scan, iris scan) and a facial recognition
system.

A fingerprint scanner is used to grant user access to information or to
approve transactions. During verification, each print is analyzed for its specific
features. Then an algorithm (mathematical process) is used to turn this information
into a unique numeric code. Comparing fingerprints is then
simply a matter of comparing their unique codes.

There are three types of fingerprint scanners: optical,
capacitive and ultrasonic. An optical scanner takes a photo of
the finger, identifies the print pattern, and then compiles it
into an identification code. A capacitive scanner measures
electrical signals sent from the finger to the scanner, maps out
the contact points and air gaps, resulting in an absolutely unique pattern. An
ultrasonic scanner scans the surface of the finger with ultrasonic waves. Similar to
a capacitive one, it forms a map of the finger unique to the individual. Fingerprint
scanners are widely used in smartphones, biometric door locks, biometric car
starter kits, fingerprint-scanning padlocks and safes.

Eye scanning includes retinal and iris scanning. A retinal scan illuminates
the complex blood vessels in a person’s eye using infrared light, making them
more visible than the surrounding tissue. Iris scanners rely on
high-quality photos or videos of one or both irises of a
person. Some current and future applications of eye
recognition are national border controls, cell phone and other
wireless-device-based authentication, credit card
authentication, automobile ignition and unlocking; anti-theft
devices, secure financial transactions, control of access to privileged information.

Modern face recognition systems are three-dimensional techniques which
use 3D sensors to capture and identify distinctive features on the surface of a face,

such as the contour of the eye sockets, nose and chin. Today facial recognition
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allows to identify students at assured online exams (and personalized E-learning),
to upscale hotel guests upon arrival, to verify one’s identity in a payment method
called Selfie Pay. It can also be used to unlock phones.

Each and every biometric system is useful and the selection of a particular
biometric device depends upon the application area.

[Text is adopted from URL: heimdalsecurity.com/blog/biometric-authentication/]

Il. NOTES
biometric [ barou 'metrik] OMOMETPHUYCCKUI
expand [1k spand] pactmpsTh(cs)
unique [ju: 'ni:k] YHUKAJTbHBIN
characteristic [ karikto 'ristik] XapaKTePHBIN
capacitive [ko'pasativ] EMKOCTHBIT
method [ 'me0ad] METO]T
algorithm ['&lgo r1dm] ANTOPHUTM
numeric [nju: merik] 1 poBoOi
identification [ar dentrfi 'kerfn] uACHTU(DHUKAITISL
ultrasound ['altra saund] YIIBTPa3BYKOBOM
absolutely [ absalu:tli] a0COJIIOTHO
surface [ 's3:fis] MTOBEPXHOCTD
safe [serf] ceud
to illuminate [1'lu:minert] OCBEIIATh
automobile ['2:toma bi:l] aBTOMOOMIIb
secure [s1'kjua] Oe30macHbIH
privileged [ 'privalidzd] MPUBHUIICTHPOBAHHBIN
infrared [ mfra'red] uH(ppaKpacHBIH
technique [tek ni:k] TEXHHYSCKUN TTPUEM
contour [ 'kontus] KOHTYD
personalized [ 'p3:sonslaizd] nepCOHU(DUITUPOBAHHBIH
selection [s1'lek/n] HaOOp

lll. VOCABULARY

1. authentication [2: 6enti'kelfn]

biometric authentication
wireless-device-based authentication

credit card authentication

ayTeHTUUKALIHS

OroMeTpudecKas ayTeHTU(DUKAIISL
ayTeHTUUKALIHS Ha OCHOBE
OeCIpOBOIHBIX YCTPONCTB
ayTeHTU(PUKAINS KPETUTHON KapThI
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2. to rely [r1'lar] on smb/ smth
more and more people rely on it

3. to verify ['verifai]
to verify one’s identity
to verify oneself
verification [ verfi'kerfn]
It is enough to make a selfie to verify
yourself when making a payment.

4.to measure [ 'me3o]
measurement [ ' me3omont]
Biometric  authentication is the
process of verifying your identity
using your measurements or other
unique characteristics of your body.

5. retina [ retmno]
retinal scan

JIOBEPSATh, MMOJIAraThCs

Bce OOJIbIIE JIOJEH MojararoTcs Ha
9TO

MOATBEPKAATh

MOATBEPKIAATh TUIYHOCTh

MTOJTBEPKACHUE

JloctatouHo caenath cendu sl TOro,
4TOOBI MOJTBEPJIUTH CBOIO JIMYHOCTH
MIpY OCYIIECTBJICHUM TJIaTEXkKA.
U3MEPATH

W3MEpPEHUE, Pa3MeEP

buomerpuueckast ayTeHTUDUKAUSA -
BaIei

9TO Iponecce

JIMYHOCTH C HCIIOJB30BAaHHCM BalluX

IPOBEPKHU

napamMeTpoB WM JPYTUX YHUKATbHBIX
XapaKTEPUCTUK BaILIETO TEJIA.
ceTyaTka riasa

CKaHUPOBAHUE CETUATKU TJia3a

6. iris [ airis]
7. recognition [ rekag'nifn]

facial [ 'ferfal] recognition system
8. to grant [gra:nt]

to grant user access

paaykHasi 000JI0UKa TJ1a3a

pacro3HaBaHUE

CUCTEMA pacCIO3HABAHUS JIUIIA
MPEAOCTaBUTh

MPEIOCTABUTH JOCTYII MOJIb30BATENIO

9. to approve [o'pru:v]
to approve transactions [tren zak n]
A fingerprint scanning is used to grant
user access to information.

MTOATBEPKAATH

MOATBEPKAATh ONEpalun
JIaKTUIIOCKONTMYECKU I CKaHep
UCIIONB3YeTCsl INpU  CKAHMUPOBAHUH

OTIIEYaTKOB MaJbLEB AJIS TOrO, YTOObI
IIPENOCTABUTh TI0JIb30BATENIO AOCTYI
K UH(pOpMaLUu.

10. pattern [ 'paton]
print pattern

11. to compile [kom pail] smth into
smth
An optical scanner takes a photo of
the finger, identifies the print
pattern, and then compiles it into an
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neyaTHbIN oOpaselr
KOMITHJIMPOBATH .-JI. BO Y.-]I.
Onrtnueckuit CKaHep JeJIaeT
dbororpaduio manpna, HACHTUDUIIN-

pyeT IeYaTHbId pUCYHOK, a 3aTeM




identification code.

KOMIIWJIAPYET ero B KOJ
UJIeHTU(PUKAIIH.
12. gap [geep] IPOMEKYTOK
air gap BO3/TYIITHBINA TPOMEKYTOK
13. to map [mep] smth out 0TOOpaXath 4.-1I.
to map out the contact points and air | oroOpaskaTh KOHTAaKTHBIC TOYKH H
gaps BO3/IYIITHBIC TPOMEKYTKH
A capacitive scanner measures | EMkocTHBII CKaHep U3MepseT
electrical signals sent from the finger | snekTpuueckue CUTHAJIBI,

to the scanner, maps out the contact
points and air gaps, resulting in an

absolutely unique pattern.

nepeaaBacMbIC OT IIAJIbIla K CKAaHCPY,
0T06pa>1<aeT KOHTAaKTHBIC TOYKH H

BO3AYHIIHBIC 3a30pPbl, B PC3YyJbTATC

qero HHOABJISICTCA a0COJIIOTHO
YHUKAJIBHBIN PUCYHOK.
14. Kit [krt] HaboOp
biometric car starter kit OMOMETPHUYECKUIA crapTep
aBTOMOOMIIS
15. padlock ['pad lpk] BUCSYHMI 3aMOK
fingerprint-scanning padlocks HAaBECHOW  3aMOK CO  CKaHEpOM

16. vessel ['vesl]

blood [blad] vessels

OTIICYATKOB ITaJIBLICB

cocyn
KPOBCHOCHBIEC COCY/IBI

17. tissue [ 'tifju:]
surrounding [sa'rauvndin] tissue

A retinal scan illuminates

the

complex blood vessels in a person’s
eye using infrared light, making

them more visible than

surrounding tissue.

the

TKaHb
OKpY’Karolas TKaHb
CkaHupoBaHHE CETYATKU OCBELIAET

U3BUTBIE KPOBEHOCHBIE COCYIbl B
riazy  4ejoBeKa €  MOMOIIbIO
uH(ppakpacHOro CBeTa, Jeias Hux

0oJiee 3aMETHBIMH, YEM OKpYKaloLIUe
TKAaHH.

18.current [ 'karont]
current and future application

TEKYLIUA, COBPEMEHHBIN
TEKyIHe U Oyaylire IpUMEHEHUS

19.border ['bo:da]
national border control

rpaHuIa

MIOTPAaHUYHBIA  KOHTPOJb, OXpaHa

rOCy1apCTBEHHOM I'PAHULIBI

20.ignition [1g nifn]
automobile ignition and unlocking

3KUTAaHUE AaBTOMOOMJIA
3allyCK M Ppa30JIOKUpOBKa JBepen
aBTOMOOMJIA
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21. theft [Oeft] Kpaka
anti-theft devices IIPOTHUBOYTOHHBIC YCTPOMCTBA

22. distinctive [dr'stipktiv] OTJIUYNTETbHBIN
to capture and identify distinctive | 3ancuarieBaTh U HACHTHU(PHUIIUPOBATH
features OTJINYUTEIILHBIC YEPTHI

23. socket ['sokit] BITQJIMHA, YTIyOJICHHE
eye socket rJIa3HUIa

24. chin [tfin] o100POIOK

24. to assure [o'[u9] 3aBEPSATH, TOATBEPKIAThH
assured online exams IIOITBEPIKICHHBIC OHJIAHH-3K3aMEHBI
Today facial recognition allows to | Ceroans pacro3HaBaHUe JvIa
identify students at assured online | mo3Bomsier UACHTU(DUIIUPOBATH
exams. yUYAIIUXCS ~ HAa  MOATBEPIKICHHBIX

OHJIAMH DK3aMEHAaX.

IV. READING COMPREHENSION

Exercise 1. Choose one or more variant(s) to answer the questions.

1. What is NOT true about biometric authentication?

a) Biometric authentication is about identity verification using unique
characteristics of the body.

b) Biometric authentication is based on, encoding and decoding.

¢) The most popular methods of biometric authentication are fingerprint
scanning, eye scanning, and a facial recognition system.

2. What is NOT true about facial recognition?

a) Facial recognition cannot be used to unlock phones.

b) Facial recognition is based on three-dimensional techniques which use 3D
Sensors.

c) Facial recognition identifies distinctive features on the surface of a face,
such as the contour of the eye sockets, nose, lips and chin.

3. What is NOT true about fingerprint scanners?

a) The main task of fingerprint scanners is to compare the unique codes of
fingerprints.

b) Ultrasonic scanners are used to scan the surface of the finger with
ultrasonic waves.

c) Capacitive scanners measure electrical signals sent from the finger to the
scanners mapping out the contact points and air gaps.
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4. What is NOT true about eye scanning?

a) The results of eye scanning are used in national border controls, cell phone
and other wireless-device-based authentication systems.

b) Retina scanners rely on high-quality photos or videos of one or both irises
of a person.

c) Retinal scan illuminates the complex blood vessels in a person’s eye using
ultraviolet light.

5. What is NOT directly stated in the text?

a) In fingerprint scanning special algorithms are used to turn information
Into unique numeric codes.

b) The facial recognition system gives a feedback about your state of health
after performing the act of recognition.

c) Some applications of eye recognition will gain secret control of access to
privileged information in the nearest future.

V.EXERCISES

Exercise 1. Make up questions based on the text.

(YL T | ?
2. What KINd Of ... ?
S WY o ?
A VNI Lo ?
O HOW Lo ?
B. HOW MaNy . ..o e e ?
Exercise 2. Complete the definitions of the terms from the text by filling in the
blanks.
1. is the process of verifying your identity using your

measurements or other unique characteristics of your body.

A scanner that takes a photo of the finger, identifies the print pattern, and
then compiles it into an identification code is known as :
relies on high-quality photos or videos of one

or both irises of a person.

The three-dimensional techniques which use 3D sensors to capture and
identify distinctive features on the surface of a face are called :
scanning is an algorithm (mathematical process)
which is used to turn the information about a print pattern into a unique
numeric code.
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6. refers to the possibility to illuminate the complex blood
vessels in a person’s eye using infrared light to make them more visible than
the surrounding tissue.

7. A device for scanning the surface of the finger with ultrasonic waves is
called :

8. refers to the process of measuring electrical signals sent
from the finger to the scanner and mapping out the contact points and air

gaps.

Exercise 3. Give English equivalents to the following words and expressions:

3KUTAHUE U PAZOJIOKUPOBKA ABTOMOOMIIS . ..veeeeneeeneeeneeeneennaeannennns
D1 0T )6 N 0) = 020 12 (P
IPOTUBOYTOHHBIE YCTPOMCTBA .. .eeueeenteenteenteente ettt enteeneeennerieeeenneene
OMOMETPUYECKUN aBTOMOOMIBHBIN KOMITIIEKT CTAPTEPA .vvveennreennnnennnnns
OTITAUCCKIM CKAHED .+ unntttteennnttteeentteeeeeaeeeeeaaneeeeannaeeeeeannnns
KPOBEHOCHBIE COCYIIBL ... vteenutteennttente e et e eataeeante e eaeteeeaneeenenaeeannn
JAKTAIIOCKOTTMUECKUM CKAHEP .. uvvuntententeentteatteaateeeneaaeeeateiieanns
HABECHBIE 3aMKHU CO CKAHEPOM OTIEYATKOB HATBIEB . ...eeuuveeenneeennnenne
IPENOCTABIATD JOCTYI TIOJIB30BATEITEO .. .eeuteennteeneeenteenneennenineeennenns

. CUCTEMA PACTIOZHABAHMS JIHILIA ... euuveenneenneennteenteenanennneenneenneeneneanieens

©ooNo O~ wWdDE

el
A

MOATBEPAKICHHBIC OHITAMH-IK3AMEHDBL. ...\t enetteennteennneeeanneeaneeeaneenns
)01 £216 351210 ¢

|
0

TOTPAHUYHBIA KOHTPOIID .. et uvteutente et enteeatteeateeateeteeeeneenneenneens

|—\
N

. BO3JYIITHBIM IIPOMEIKYTOK .. eennnnnteeeennneeeeeennneeeeeanneeeeaanneeeeennnes

-
i

0D 71 (3 0% (110)703%: 1171 SO SR

=
»

. OKPYIKAIOIIAMA TKAHD .. .otttttiiiiiiiiiiiiiiiiiiiiiiiittt it tetetnentnnannnnanesanns

-
~

IMOATBCPIKAATD OIICPAIIHIH ...ttt ittt eeeenenannnnnnnnsssssaaesenss

Exercise 4. Put the given fragments in the right order to form questions.

1. popular / biometric / are / methods / the / what / most / of /authentication /?
2. are / scanners/ where / widely/fingerprint /used/? ...l

3.is / to capture / what / a face / used / and / features / identify / of /
4. scan / does / retinal / how / WOIK / 2....cooovveiiiie e

5.current/  what / applications/ are [/ recognition/eye/ of [ future/
AN/ 2. e
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6. patterns / code / are / compiled / why / into / identification / print /

7.scan /how /a/ does/retinal / WOrK / 2......cccccoveiieiiiiiiie e,
8. fingerprint/ what / compared / is / scanning/ to 2........ccccecvveviieiieeiiee s

Exercise 5. Ask your group mate to answer questions from ex.1 and ex.4.

Exercise 6. Translate the sentences into English.

1.

JlemapTamMeHT  TpaHCMOPTHOM  Oe30macHOCTH  OOBSIBUI O  IUTaHAX
WCIIOJI30BAHUSI TEXHOJIOTHH PACMO3HABAaHMS JIMI] BO BCEX a’dpomopTax M
TepMUHaJaX.

MHorre COBpEMEHHBIE aBTOMOOWIIM YK€ OCHAIIEHB OMOMETPUUYCCKUM
KOMILJIEKTOM CTapTepa.

OCHOBHBIMH  CTaHJApTaMU ayTEHTU(PUKAIUU B OECHPOBOJHBIX CETAX
sBistoTes ctanaaptel IEEE 802.11, WPA, WPA2 u 802.1x.

Bce mocnemame momenw cMapT(OHOB OCHAIICHBI JAKTHIOCKOTTMYECCKUMU
CKaHEepaMH, KOTOPHIE UCTIOIB3YIOT HE TOJBKO JIJIs1 TOBBIMICHHS 0€30MacHOCTH
YCTPOWCTBA, HO | JIJISl BBITIOJTHEHUS psifa APyTruX QyHKITUAH.

Bpl 3Haere, kKak TPOXOIUT TPOIEAypa MOATBEPKACHHUS JIMYHOCTH IIPU
OCYIIIECTBJICHUH TIaTeka?

Hekotopble HaBecHblE 3aMKH CO CKaHEPOM OTIEYATKOB IMAaJbIEB MOXKHO
OTKpPBITh JUCTAHIIMOHHO TMPU TOMOIIM CHEIUAIBLHOTO TPUJIOKEHUS Ha
cMmaptdone.

Jlns odopmiieHrs: OMOMETPUYECKOTO TMacrmopTa HEOOXOJAMMO HE TOJIBKO
cIaTh OTIICYATKH MMAJIIIEB, HO U MTPOUTH MPOIICAYPY CKAaHUPOBAHKS CETYATKH
rJias.

Mory 51 g npeIoCTaBUTh BBIICICHHBIM JOCTYN APYTHM IOJIH30BATEISAM Ha
Aupekc nucke?

MexaHu4eckue TMPOTHBOYTOHHBIE YCTpPOWMCTBA CTOSIT JCIIEBIC, YeM
AIEKTPOHHBIE CUTHAIIM3AINH, OHU TIPOIIE B YCTAHOBKE M MCTIOJIB30BAHHH.

10. EmMxocTHBIE CKaHEphl  SIBIISFOTCS ceroadst  HauOosee ITUPOKO

HCTIOJB3YeMbIMU YCTPOUCTBAMM JJIsI TIOJIyYEHUSI W300pakeHHUs OTIeYaTKa
MaJjblia.

VIi. SUPPLEMENTARY READING

Read the text and express your opinion about “Fly to Gate” service. Identify
its advantages and disadvantages.
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FLY TO GATE

Gemalto, a provider of digital security, and IER, a provider of terminals and
air and rail travel networks have teamed to create "Fly to Gate," an end-to-end,
self-service airport experience for travelers, according to a press release.

A Fly to Gate departure solution encompasses mobile or fully automated
check-in stations, bag drop dd
points, border control, ”FI_Y To GATE
security and boarding
gates.

Fly to Gate supports

multimodal biometric , :
: : : : £
checking, including facial ’
recognition, document e lﬂ Baagoe

Enabling speed and security at every passenger
touch point with biometric authentication.

verification and integration | -, Iz -\ Sy W T .
with immigration systems. Self-bag drop e

Multimodal biometric Self check-in ETRlc Zﬁ::;(naguig;u;t?;
checking corresponds to oskoroniine - gIOM ORT R
the standards of security AIRP \EY :
and operational efficiency JOUR

for airports and airlines.
Fly to Gate offers

flexibility to meet @ o e e i A

individual requirements, as e a -

well as the potential to T

make virtually all traveler pUIRaaITd $HCOD

handling processes automatic. By putting the passenger in control of their airport

experience, the Gemalto/IER approach reduces queuing, as well as the stress and

strain associated with air travel.

Passing immigration
Automated border control

[Text is adopted from URL: https://www.secureidnews.com/ news-item/self-
service-airport-id-and-travel-experience-from-gemalto-ier/]
Answer the questions based on the text.
1. What self-service will soon appear in the airports?
2. What procedures will it encompass?
3. What security operations will it support?
4. How will it reduce airport stress and strain?
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VIil. SPEAKING

Exercise 1. Look at the pictures and guess the types of biometric
authentication matching the icons and the words from the table.

Retina recognition

Hand geometry

Signature recognition

Face recognition

Authentication

Privacy protection

Voice recognition

DNA matching

Fingerprint recognition

e Work in pairs and speak about the places where these kinds of biometric
authentication can be used.

e Which types of biometric authentication are more reliable than others? Give

your arguments.

e Share your experience of going through biometric authentication.

Exercise 2. Prepare a presentation about one of the methods of biometric

authentication.
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UNIT 7

ENHANCEMENT

Preview
Answer the questions:

1. How would you like to enhance your mind and body?
2. Do you know any modern technologies used to do that?

3. Can you give any examples of how modern technologies are used to make
lives of people with physical disabilities easier?
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I. READING

Read and translate the text

YOU ARE ALREADY A CYBORG

Elon Musk says: “You are already a cyborg”. Why? Your smartphone
enhances your mind, your spectacles enhance your vision, and your pacemaker (if
you have one) regulates your heartbeat. Our environment is increasingly wired,
sensor-filled, and digitally connected — and so are we! This trend will only
continue.

New marketable applications for advanced technologies are designed to
help humans to be stronger, smarter, better-looking and to cultivate new abilities
that seem like superpowers by the standards of the past.

Here is one of the new devices and technologies that could soon enhance
you in body and mind: RFID chip.

Microchips are not new, but the
practice of routinely implanting them in |
humans is. Already, biohackers are getting .
chipped, many of them undergoing the g
DIY surgery in tattoo studios. With small
radio frequency identification (RFID) chips
implanted in their hands or wrists these
citizen cyborgs can already eliminate many
tedious rituals from their daily lives, like
carrying a wallet or keys.

The chip can be used to make tap-and-go payments and can be
programmed to open a home or office door electronically. No more carrying keys
down to the beach when going for a swim, and no more jogging with them in your
pocket. One Australian biohacker, Meow-Ludo Meow Meow also thinks that chip
implants could replace public transport cards.

But that’s just the basics. Chipping could soon be used on a national scale
for identification and security. Hacking and identity theft will certainly be a
concern, but on the plus side there will be no more anxiety about losing your
passport when you travel!

Transhumanist candidate for Governor of California Zoltan Istvan has a chip
in his wrist to open his front door. The chips can also be used in the workplace.
One Swedish office complex Epicenter has already made chipping a voluntary
identification option for their employees. The Belgian digital marketing firm
NewFusion also began offering implants to staff in 2017.
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While the fullest realization of this technology will likely be felt over several
decades, it is realistic to imagine we will see these kinds of innovations improving
fast and becoming more widely tested and adopted in the decade to come. You will
certainly have met someone with a chip implant by 2027 and there’s a very good
chance you’ll have one yourself.

Il. NOTES

regulate [ 'regjolert] PETyIupOBaTh
heartbeat [ 'ha:tbi:t] cepaeoreHne
increasingly [ 'kri:smli] BcE Oolee
RFID [a:ef ar'di], radio frequency paJroYacTOTHAS UACHTU(UKALINS
identification
biohacker [ 'baiou haks] ornoxakep
advanced [od vaenst] MIPOJIBUHYTHIH, Pa3BUTHIH
practice [ praktos] IPaKTHUKA
routinely [ru: ti:nli] TIOBCETHEBHO, Ha PETYIIIPHON OCHOBE
to implant [1m'pleent] a chip BCTaBHTh YHII, YUTTUPOBATH
implant ['1m plant] MMITIAaHTAHT
human [ 'hjuman] YEIIOBEK
DlY, 'do-it-yourself' [di: a1 wai] CIIEJIaHHBIA CAMOCTOSATEIBHO
tattoo studio [tae'tu "stjudr 0v] TaTy-CTYIUs
ritual ['ritfual] pUTya
electronically [ 1lek tronikli] TIOCPEZICTBOM JIEKTPOHHBIX YCTPOMCTB
jogging ['d3pgin] npoOeKKa
Australian [o'strerlran] ABCTPATMICKUIN
Belgian ['beldzon] OebruiCKuit
Swedish ['swi:dif] IIBEICKUI
basics [ 'beisiks] OCHOBBI
passport [ pas port] nacrIopT
transhumanist [traens hjumanist] TPaHCTYMaHHUCT
candidate [ 'keendidat] KaHIuaT
governor ['gavanar] ryoepHarop
voluntary ['volon tori] JT0OPOBOJILHBII
firm [f 3:m] dupma

ill. VOCABULARY

1. enhancement [in'h a:ns mant] yAy4IICHUE, COBEPIICHCTBOBAHUE
human enhancement [ hju:man] pacipeHre BO3MOKHOCTEH ueoBeKa
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to enhance one’s mind ['maind]

yCUIIMBAaTb YMCTBCHHBIC CIIO COOHOCTH

2. spectacles ['spektokalz] OYKH

3. pacemaker [ 'pers meikor] KapHOCTUMYJISITOD
Your smartphone enhances your| Bam cmaptdoH aeimaeT Bac yMHee,
mind, your spectacles enhance your | o4ku yiIy4IraroT Baiie 3peHHe, a
vision, and your pacemaker regulates | kapauoOCTUMYJISTOP peryaupyer
your heartbeat. cepaleOreHue.

4. environment [in'vaironmont] OKpY’Kalolas cpeaa, OKpyKeHHE

5. to develop new marketable | paspabotarb HOBbIE BOCTpeOOBaHHBIC
applications Ha PBIHKE TPUII0KCHHUS
New marketable applications for| HoBbie BocTpeOOBaHHBIE Ha pBHIHKE
advanced technologies are designed | mprIOKEHUS HOBEHIIIMM TEXHOJIOTHSM
to help humans to be stronger,| co3garoTcs, YTOOBI TMOMOYbL JIIOISM
smarter, better-looking. OBITH CHIIbHEE, YMHEE, KpachBee.

6. to cultivate ['kaltr vert] new | pa3BuBaTh HOBBIC CIIOCOOHOCTH
abilities

7. by the standards [ 'steendodz] of smth | 1o crangapram 4yero-i.
These new abilities seem like| DTu HOBBIE CIOCOOHOCTH KaXyTCs
superpowers by the standards of the | cymepcmocoOHOCTAMU 1O  Mepkam
past. IIPOILLIOTO.

8. to undergo[ anda’'gou] HEPEHOCUTH, IPETEPIICBATh
to undergo a surgery [ 'sardzori] MIEPEHECTH OTICPAITUIO

9. wrist [rist] 3aIsICThE

10.citizen [ 'sitizon] rpaXKTaHUH

citizen cyborg [ 'saibo:g]

rpaKJaHUH-KHUOOpT

11. to eliminate [1'ltminert] smth.

to eliminate a tedious [ 'ti:d1os] ritual
from one’s daily life

YCTPaHSTh YTO-J1., W30ABUTHCS OT YETO-I.
N30aBUTHCS OT YTOMUTEIILHOW PYyTUHBI B
CBOEU IMOBCEIHEBHON KHU3HU

12. wallet ['wolit]

OyMaKHUK

13. to make a tap-and-go payment

[teepan’gou ‘permoant]

IMPOU3BOIUTH «OILIATY B OAHO
KaCaHHuC»

14. to be used on a national scale

[skerl]

Chipping could soon be used on a
national scale for identification and
security.

UCIIOJIb30BATHCS B
oO01IIeHaIIMOHAIFHOM Maciitade
HunupoBaHue, BO3MOXKHO, CKOpO
OyJleT UCIOJIb30BaThCsl B OOIIEHAIIUO-
MmacmTabe B

HaJIbHOM Oeaiax

uaeHTH(GUKAIY 1 6€30I1aCHOCTH.

15. identity theft [O¢ft]

Kpaka UJICHTH(UKAITMOHHBIX JTAHHBIX

72




16. to be a concern [kon'sa:n]
Hacking and identity theft will
certainly be a concern.

BBI3BIBATh 03200UE€HHOCTh
B3nom u kpaxa uaeHTHQUKAITMOHHBIX
JTAHHBIX, 0€3yCII0BHO, oynyT

BBI3BIBATH 03a00YEHHOCTD.

17. on the plus side [plas said]

IIJTFOCOM ABJISACTCAL. . .

18. anxiety [an zaoti] about smth.
But on the plus side there will be no
more anxiety about losing your
passport when you travel!

TPEBOTA MO MOBOAY YEro-I.

[Tmrocom siBnsieTcs TO, 4TO OOJbILE HE
OyneTr TpeBOrM 1O TIOBOAY YTEpHU
nacrnopra BO BpeMsi IyTeleCcTBHi!

19. to be adopted [+ doptid]

IMPUMCHATHCA, OCBANBATbHCA

IV. COMPREHENSIONCHECK

Exercise 1. Answer the questions by choosing the correct variant(s).

1. Why can we be called cyborgs?

a) Our environment is increasingly wired.
b) We use various electronic devices to enhance our body and mind.
¢) The trend to use electronics will continue.

d) We all have wires inside.

2. What is NOT true about the RFID chip implants?
a) Chipping has been made a voluntary identification option for some

employees.

b) Chipping is already used on a national scale for identification and security

in some countries.

c) There is a chance you will have met someone with a chip implant by 2027.
d) People with the RFID chip will have no anxiety about hacking and identity

theft.

3. What is NOT directly stated in the text?
a) RFID chips can help people become better-looking.
b) If your RFID chip is programmed to open your door electronically, there is
no more need for jogging with your keys.
¢) RFID implants have replaced public transport cards.
d) The chip can be programmed to open a car electronically.
e) Chipping is already used in the workplace by some companies.
f) Innovations like the RFID chip will be widely tested and adopted in the

next decade.
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Exercise 2. Answer the questions according to the text:

© oo N OrWNRE

What words are used in the text to speak about our present day environment?
How can new technologies help humans?

What is an RFID chip?

What parts of the human body are RFID chips most often implanted in?

Where do biohackers often undergo the DIY surgery?

How do RFID chips make life easier for biohackers?

Why will people with the RFID chip have no anxiety about losing a passport?
What examples of the use of RFID chips in the workplace are given in the text?
. When will we probably meet someone with an RFID implant?

Exercise 3. Number the titles for the paragraphs, putting them in the correct
order:

___Predictions for use of chips in the future

___Advantages and disadvantages of the use of chipping on a national scale.
___Examples of the use of chipping for identification.

___The spread of chipping among biohackers

___The motivation behind the development of many advanced technologies
___Convenient ways to use RFID chip

___The reason we can be called cybermen.

V. EXERCISES

Exercise 1. Give the English equivalents to the following words and
expressions:

1.

© oo No Ok~ WDN

BOCTPEOOBAHHBIE HA PHIHKE MTPUIIOKEHHUS

10 CTaHAapTaM IMPOUIJIOro

1M30aBUTHCS OT YTOMUTEJIHHOTO pUTyaia

IMPOU3BOANTH «OIINIATY B OAHO KAaCaHHEC»

pa3BUBATh HOBBIE CIIOCOOHOCTHU

HCIIOJIL30BAaTHCS B OOIIEHAIIMOHAJILHOM MacIuTade

0eCcrOoKOMCTBO M0 OBOJTY MOTEPH MacHopTa

IICPCHCCTU OIICPATUIO

OKpYy’Karomiasl cpena

10. rrrocom sABIsIETCS

11. xpaxa nAeHTU(PUKALUOHHBIX JaHHBIX
12. npumeHsTHCS, OCBaUBATHCS
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Exercise 2. Match each vocabulary word with its definition. Note that there

are more definitions than the words.

__wrist
__wallet
______pacemaker
_____application
____ritual
______tocultivate
____ toadopt
______citizen
_____toundergo

to implant

to eliminate

anxiety

tedious

environment

routinely

Exercise 3. Find the listed words in a word search puzzle. The words are

1

O© o0 ~N oo o A W DN

e e
N P O

=
w

14:
15:

- regularly

: fear and stress

- a way to use something
: to walk under ground

- surrounding conditions
- tiring and boring

: to remove something completely

- a device to help the heart beat in the right way

: to help grow

: to accept
: to have, to experience

: to insert

cards.

16: series of actions always done the same way for

religious or other reasons

17: a person with an chip in his body

placed vertically, horizontally and diagonally.

Z

XonoazoE0z2000
KEOORMEMZagHmIS
SPrErPrPEHEA< YRR W
PNWOHNYHSP®RAON

HRK P KR POWAIDNNHK
XTMOOKHOBEHCGCOHA I
O SNNAEAZEHEKEHN
CORHHPERPHKDNNX

S PEHHCACEXAQRHH

AR OAOXQOZ29IREHZ P
QuHEEFEQPAQOEHNYN®N

oOCnMPWMHEHUZAHWERZ2g

ANXIETY
CITIZEN
CONCERN
CULTIVAE
ELIMINATE
ENVIRONMENT
PACEMAKER
SPECTACLES
SURGERY
UNDERGO
WALLET
WRIST
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Exercise 4. Translate the sentences into English.

1. DOra TexHosorus OblJ1a OCBOEHA COBCEM HEJIABHO.

2. DTOT NpoeKT OyneT NPUHAT B OOLIEHAIIMOHAIBHOM MacITabe.

3. Ecnu y Te0s HeT HaMMUHBIX B OyMa)KHUKE, 3TO HE JOJKHO OBITH MIPEIMETOM
OecCroKOiCTBA: Thl MOXKEIIb MPOU3BOAUTH OIUIATY B OJHO KacaHHe
0aHKOBCKOM KapTOH.

4. TlonoXUTENbHBI MOMEHT B TOM, YTO Kpaka UACHTU(DUKAIIMOHHBIX JTAHHBIX
OyZeT HEBO3MOXKHA.

5. Ilo cranmapram NpouUIOro, UCKYCCTBEHHBIM MHTEIJIEKT — 3TO HEBEPOSTHO
MPOJABUHYTAsI TEXHOIOTHSL.

6. UToObl pa3BUTh HOBbIE CIIOCOOHOCTH, HEKOTOPBIE OMOXaKEpbl MEPEHOCST
HECKOJIBKO MEJUITMHCKUX OTepaInii.

Vi. SUPPLEMENTARY READING

1. Answer the following pre-reading questions:
v"What sci-fi books or films do you know which are about enhancing the
human mind or body? What improvements are suggested? Do you think
such enhancements are possible to achieve in the near future?
v What weaknesses of the human body would you eliminate if you could?
2. Read the text. Note the pronunciation of the following words:
exoskeleton [ eksou'skeloton] — sx30ckener
tissue [ 'tifu:] [ 'tisju:] — TkaHb
endurance [in'd3uarans] — BBIHOCIMBOCTb
spinal cord injury ['spainal ko:d 'ind3ari] — TpaBMa Mmo3BoHOYHHKA
recreation [ rekri'e1fon] — oTabIX, pa3BiIcUCHHUE

EXOSKELETONS

(13

The Terminator was “a cybernetic
organism: living tissue over a metal endoskele-
ton.” But that was in 1984 and the concept was
fictional. Jump ahead to the 2020s and you could
be a different kind of cyborg — one that wears a
metal exoskeleton over your biological body.

Why would you? If you’re in the military,
particularly in combat, an exoskeleton can dramatically enhance your strength and
endurance and allow you to carry more supplies when moving on foot.
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If you’re just a regular human, then carrying p
supplies is probably not a big concern. But back pain
likely is. Sure, an exoskeleton may not help an office
worker much, but it could be a big help to factory
workers and manual laborers. In the near future
exoskeletons could help laborers to use the correct
muscles when lifting and allow them to lift more
weight safely.

More profoundly, if you suffer from spinal cord
injuries an exoskeleton could help you to walk again.
Elderly people with mobility issues could also benefit [ b 9
from the technology. LT 5 =

The transhumanist politician Zoltan Istvan also paralyzed from the waist
thinks that exoskeletons could soon transform sport and down, Steven Sanchez walks
other forms of recreation by helping us to reach new With the aid of an exoskeleton.
physical peaks and compete at a different level. Zzslgeiv‘;g i”l’g( MIT Technology
[Text is adapted from https://bigthink.com/10-human-
body-modifications-you-can-expect-in-the-next-decade]

1. What ideas does this text NOT discuss? (Choose one or more answers)
a) Exosetelons can give people back pain.
b) Exosetelons will allow you to walk longer without getting tired.
c) Exoskeletons can help teach little children how to walk.
d) Sports competitions will be different if sportsmen use exoskeletons.

2. What is TRUE about exoskeletons? (Choose one or more answers)
a) Exoskeletons consist of living tissue.
b) After wearing an exoskeleton for a while a person becomes stronger.
c) Office workers do not need exoskeletons as much as factory workers do.
d) Exoskeletons could help some old people to move around more.

3. What is the best title for paragraph 3?
a) Back pain in different working environments.
b) The benefits of exoskeletons for manual workers.
c) How regular office workers can get help carrying supplies.
d) A big concern about safety.

4. What 5 categories of people mentioned in the text can benefit from
exoskeletons? : : :
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5. What other categories of people can exoskeletons benefit? In what way
would exoskeletons be beneficial for them?

VIl. SPEAKING

Exercise 1. Among other things, transhumanists want humans to live longer
lives. Do you think everyone will want to use new technologies to be able to
live for 150 years? How will our lives change if this becomes possible?

Exercise 2. What questions would you ask a biohacker if you had a chance to
interview one? Prepare a list of questions, then act out an interview with one
of your classmates playing the role of a biohacker.

Exercise 3. Prepare a presentation on one of human body modifications
expected in the next decade. Here are some possible topics:

v" Bionic Vision

v Augmented Vision

v Smart Contact Lenses

v" 3D Printed Body Parts

v" Brain-computer Interfaces
v" Dating in Virtual Reality

Exercise 4. Do you think the technologies listed in Exercise 3 can be hacked?
Describe some of the possible scenarios showing how an unauthorized access
to technologies enhancing human body and mind can be dangerous.

Exercise 5. Watch a video “Hacking Implanted Medical Devices”. Note the
meaning of the following words:

defibrillator [di: fibrileito] — nedubpunsTOp

cardiac arrest — octaHoBKa cep/iia

hearing impaired — yenoBeKk ¢ MOJTHON MK YaCTHYHOM MOTEpEH cayxa
hearing aid — ciyxoBoit ammapar

cochlear ['koklia] implant — koxneapHbiii UMITIAHTAHT

skull — gepen

auditory nerve — ciyxoBoii HepB

exploits — BpeTOHOCHBIH KOJI, SKCIUTYaTUPYIOIIHH ys13BUMOCTh 110
grand mal seizures — mpucTyn SMUICTICUU

After watching the video, answer the following questions:
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1. Which type of devices is not mentioned by the speaker?
a) Wearable
b) Embeddable
c) Invincible
d) Implantable

2. How does each of these devices function?
a) cochlear implant;
b) diabetic insuline pumps;
c) Internet-enabled defibrilator.

3. What possible scenarios of hackers’ attack does the speaker give for each
of the following devices:
a) cochlear implant;
b) diabetic insuline pumps;
c) Internet-enabled defibrilator.

4. What is the speaker’s explanation of the reason for possible hacking attacks?
5. What other reasons for hacking various implanted devices can you think of?

6. Do you think these body implants should be used even though they are
potentially dangerous? Explain.
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THIS TITLE IS WAY TOO LONG FOR A REGULAR TITLE

Appendix |
5 Tips on How to Make a Great Presentation
1. Keep the text on the slide short and to the point.
Follow 5x5 rule: you should have a maximum of 5 text lines on a slide with
no more than 5 words in each. Use key points instead of full sentences.

PRESENTATION PRESENTATION
¢ Too mach text. Thas it 100 souch text, which * Keyword 1 5 ]
Counes ™he side 10 be Ol <

* Keyword 2 ~

o 100 mach text. This it waty 100 mech text ""
* Keyword 3

* o0 mach text. This by way 100 much text 'a
* Keyword 4

*  Too mach text. This is way 00 much text L
* Keyword S

¢ Too mach text. This bs way too much text '

o

¢ Too mth text. TS it way 200 much text
o ToO madh text. Thas i wiy 200 mch text

¢ Too much teat. Ths i 100 mgch test, which

COULES yOuUr AUARNCE 10 Mead this Instedd of
lstening o you

2. Choose the appropriate font
Choosing the wrong font can easily make your text unreadable to your
audience. Try to pick a classic font available on all computers.
Use sans serif fonts and 32 point font size for text. Anything smaller is
difficult to read.
Make important lines of text and facts look bigger, bolder, and brighter than
the others.
Use contrasting colors (dark/light) for text and background.

9 USE FOR EXAMPLE a

CAOOSE 7O, CALIBRI OR VERDANA

THE ISSKE WITH THE WRONG THIS IS A LOT EASIER TO READ,
FONTMAY BE THAT IT IS ALMOST ISN'TIT?

IMPOSSIBLE TO READ.

YOUR AUDIENCE WILL THINK THE
SAME ABOUT THIS.

3. Use good quality images
Images should reinforce and complement your message. They
should be impactful, not space-fillers. Empty space on the slide will
actually enhance readability. Don’t clutter the slide with images
unless they add value.
4. Present data visually as much as possible

Whenever your presentation contains a lot of data, it’s better to use visual
formats to communicate this data instead of just using text.
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e Use various graphs and charts.

e For example, pick the doughnut graph to show your percentages in the
middle of the graph (see the picture below). That way, your audience
immediately understands your message.

WHAT SMARTPHONE DO YOU USE? WHAT SMARTPHONE Dg YOU USE?

* 59% Of our website visitors use an o= s
Android smartphone 59% l'l . ‘
* 41% Of our website visitors use an

Apple smartphone
WHAT AGES OPERATE THE PHONE?

What ages operate the phone?

Age 1825~ 3% . -

N YD)

Age 46-55- 19%

Age 56-65- 19% '

Ofder than age 65 ~ 5%
Il Remember that older versions of Windows may not support video or audio
playback in a PowerPoint presentation or complex transitions from slide to slide,
so if you want to make a fancy presentation, make sure you have the software

needed to present it to the class.
5. Structure your presentation

The general structure of a presentation has an introduction, a main body, and a
conclusion.

1) In the introduction to your presentation, you need to:
e greet the audience;

introduce yourself and the topic;

arouse interest — ask a question, tell a story;

state the purpose of the presentation;

outline the structure of the presentation — tell them what you are going to

tell them;

e optional: include a slide where you provide definitions and/or
translation of key terms and concepts.

2) In the body of your presentation arrange your points in a logical order and then
provide information to support each of them. Practice your speech at home to
make sure:

e you know how to pronounce all the words correctly;

e you know how long it will take to do the presentation in class.

3) A good conclusion includes:
e Summary. List what goals your audience have achieved, what knowledge
they got, and tell how this information can help them in the future.
e Thank your audience for viewing the presentation.
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1

2.

3.

10.

11.

1

1

14.

1

1

1

1

1

2

. OTHOCHUTBCA K UCMY-

a) to gain
BCPOATHOC coOBITHE
a)  outcome

a) pure
. I1a0JIOH
a) pattern

TEST ON UNITS 1-3
I. Choose the correct translation of the word or expression (40 points):

TO, OTChLIIATDh
b) to comprise

b) event

CJIMILIKOM TPYAOEMKHUI

b) overwhelming

b) volume

. OTZIEJIBHO B3ATHIN, ONPEIEICHHBIN

a) tedious
. IIPOABHIKCHUC
a) range
. Kpeaut
a) credit
. BEPOATHOCTD
a) may

b) repetitive
b) velocity
b) loan

b) will

. Ha BCEM IMPOTAKCHUU

a) throughout
XPpaHUIHIIE
a) loan
breach
a)  HapylicHHE
2. account

a) CTCICHb
3. value
a) cTpoka
string
a) cTpoka
5. beyond

a) TIPOJBIKCHHE
6. revenues

a) pacxojsl
7. snapshot

a) mabJoH
8. effort

a) ycuime
9. volume

a) obobeM
0. to keep track

a) OTCIIC)KUBATh

b) beyond

b) account

b) orpannycHue
b) cuer

b) cuer

b) sipibik

b) 3a pamkamu
b) noxompr

b) caumoK

b) coObITHE

b) nnanazon

b) 3amorupoBarb
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C) to intertwine

C) snapshot

Appendix Il

d) to refer

d) effort

¢) comprehensible d) vast

c) snapshot

c) likely

C) promotion
C) promotion
c) likelihood
c) broad range
c) vault

C) U3BJICUCHHUE
C) mocrym

C) 00beM

C) Mepa

d) range

d) particular

d) beyond

d) outcome

d) revenue

d) estimatingly
d) scoring

d) orcnexxuBanue
d) xpanusuie

d) 3naucHue

d) 3naucHue

C) BuyTpu d) Ha BCEM NPOTIKEHUN

C) 3arparbl

C) CHEeKTp

d) BeposiTHOCTH

d) Temn

C) cymma b6aioB  d) orpaHudeHue

C) mporpecc

d) noctmxkenue

C) m3Biekarh ) COXpaHsTh LEITOCTHOCTh



I1. Fill in the blanks with the appropriate vocabulary word (30 points):
1. Companies that know how to pragmatically use big data are able to the future.

a) intertwine b) predict c) double d) coin
2. The of data is unstructured.
a) loan b)credit scoring  ¢) advances d) majority
3. Big data all the varieties of data.
a) determines b) incorporates  c¢) doubles d) coins
4, in processing power and speed have enabled us to move to automated
data analysis.
a) constraints b) costs c) advances d) score
5. The term "data mining" wasn’t until the 1990s.
a) coined b) sifted through c¢) intertwined d) estimated
6. The volume of data produced is every two years.
a) coined b) incorporating  c) reduced d) doubling
7. The of tokens is that if they are breached, they have no meaning.
a) disadvantage b) advantage c) vault d) measure
8. The token is to the vault to retrieve the real value for use in the
authorization process.
a) submitted b) retrieved c) breached d) reduced
9. The problem of protecting personal data is to the problem of protecting
cryptographic keys from unauthorized access and use.
a) submitted b) retrieved c) breached d) reduced
10. Only authenticated users should get access to resources.
a)corrupted b) aware c) breached d) encrypted

I11. Translate the sentences with emphatic constructions (15 points).
1. Itis not impossible to sift through all the repetitive noise in your data.
2. It's not unusual anymore for organizations to store multiple petabytes of data.
3. It is not infrequent that important hidden connections are discovered through
data mining.
4. This did have the undesirable effect of missing important events.
5. Knowing how to pragmatically use big data does help to gain new insights.

IV. Translate the sentences using emphatic constructions and vocabulary
words (15 points).
1. CpenctBa, KOTOPBIE 8C€ Jice CYIIECTBOBAIN, ObLIIM CIIOKHBI B UCIIOJI30BAHUHT
Y HE TI03BOJISUIH MTOJTYIUTh PE3yJIbTaT B IPUEMIIEMBIC CPOKH.
2. OO0bemMbl OONBIINX JTAHHBIX OelCMBUmMEeNbHO JOCTUTAIOT HEBEPOSTHBIX
pa3MepoB.
3. bur gara odeticmeumensHo BKIIIO4YaeT B ce0s1 BCE MHOTO0Opa3ue JaHHBIX.
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Appendix 111
FINAL LEXICAL TEST
I. Choose the correct synonym or definition for each word (20 points).

1. roughly:
a) very little b) logically ¢) small amount of d) not exactly
2. velocity:
a) probability b) a little bitof ) rare situation d) rate
3. majority:
a) most b) smaller part of ¢) argument d) military officer
4. ingest:
a) charge b) spoil C) eat d) encounter

5. incorporate:
a) improve b) break apart into tiny pieces c) exclude d) integrate

6. incomprehensible:
a) self-destructive b) difficult to mentally process c) clear d) understandable

7. predict:
a) try new things c) describe a possible future event
b) to tell something to an enemy d) test ideas scientifically
8. retrieve:
a) reject b) get back C) eat d) spend
9. vast:
a) to spread b) enormous c) clothing without sleeves d) computer virus
10. pure:
a) fresh b) tough ¢) food for babies d) clean

I1. Fill in the blanks with the appropriate vocabulary word (30 points):

1. Is the “cloud” part of a cloud technologies architecture, comprising all
the resources required to deliver cloud-technologies services.
a) front-end b) back-end c) scalable environment d) web-enabled client device

2. refers to the delivery of the cloud service over the Internet by a third-
party cloud service provider.
a) private cloud b) public cloud c) scalable environment d) on-premises cloud

3. means that public cloud service providers can share their underlying
hardware infrastructure between numerous customers.

a) private cloud c) scalable environment

b) multi-tenant environment d) on-premises cloud
4. Security remains for businesses.

a) a likely outcome c) login credentials

b) intertwined discipline d) a primary concern

5. The process of retrieving information and rules for using it is called
a) enhancement b) learning c) artificial intelligence d) automation
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6. The simulation of human intelligence processes by computer systems is called _.

a) human intelligence c) unsupervised intelligence
b) artificial intelligence d) reinforcement teaching
7. A retinal scan illuminates the complex blood in a person’s eye using
infrared light, making them more visible than the surrounding tissue.
a) iris b) tissues c) vessels d) channels
8. Using automated data analysis can reduce and complex manual
calculations and improve the accuracy of the results.
a) public  Db) private ¢) hybrid d) tedious
9. Uninstalling an important application can your computer’s operation.
a) affect  b) intertwine C) retrieve d) ingest
10. With the growing use of information technology and the recent in
web systems, the amount of data available to users has increased exponentially.
a) loans b) front-end c) advances d) login credentials
11. Data mining can help produce personalized advertising and geographically
targeted :
a) strings  b) degrees c) values d) promotions

12. A database which stores the relationship between the sensitive value and the
token is known as a :
a) token  Db) tokenization  c) token vault d) encryption key

13. A value that is applied using an algorithm to a plain text to produce encrypted
text is known as :
a) token b) encryption key c) cyphertext d) encryption practice

14. The practices of protecting cryptographic keys from unauthorized access and
use are called :

a) encryption practices c) token vault

b) decryption practices d) key management practices.

15. A combination of public cloud services and an on-premises private cloud, with
orchestration and automation between them is known as :
a) front-end b) back-end c) hybrid cloud d) scalable environment

I11. Choose the correct translation of the word or expression (50 points):
1. uMeTh Aeso ¢ K-J11., 4-11

a) to encounter  b) to undergo c) to expand d) to retrieve
2. TIOJIy4aTh CUET 32 YTO-II.
a) to encounter  b) to charge for  ¢) to deliver d) to be billed for
3. pagyxHas 000J04Ka ria3a
a) iris b) retina C) spectacles d) tissue
4. IpebsIBUTH
a) to ingest b) to retrieve C) to submit d) to predict
5. OTJIUYUTEIbHBIN
a) distinctive b) vast c) plain d) tedious
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6. TpeBora

a) anxiety b) enhancement c) conformance d) pace
7. 3amsCThe

a) vessel b) range c) chin d) wrist
8. muamasou

a) likelihood b) outcome C) event d) range
9. orpanuyeHMe

a) range b) enhancement c¢) constraint d) beyond
10. BBOIUTH B OOparieHue

a) to estimate b) to determine  c) to charge d) to coin
11. to eliminate

a) pa3BUBaTh b) meperocuth  C) ycTpaHATh d) oxBaThIBaThH
12. to comprise

a) pa3BHUBaTh b) nepeHocuth  C) yCTpaHAThH d) Bxiroyath
13. to take advantage of

a) TIOCTaBJIATh b) 6patk omtaty ¢ C) crath Jiydmie  d) BOCIOJIB30BaThCS
14. to maintain

a) moJIepXKUBaTh D) MoaydyaTh cUeT C) BKITIOYATh d) mepeHocuth
15. particular

a) OT/ICIbHBIH b) uzBecTHbIN C) mpoMeKXyTOuHbIH d) OKOHUATEIBLHBIN
16. to gain prominence

a) 3aBOEBATh U3BECTHOCTh C) MOTYyYHTh YETKYIO KapTHHY MPOUCXOIAIICTO

b) nproOpecTr KIMEHTOB d) oOHapyXHUTh PEUMYIIIECTBO
17. circumstance

a) CXO0JCTBO b) obcrosiTenbeTBO C) cpena d) coBnanenue
18. similarity

a) CXOJICTBO b) obcrosiTenbeTBO C) cpena d) moakpermneHue
19. to be bound

@) mony4ath cyer D) 3a00THTHCS C) ObITh cBs3aHHBIM () CpaBHUBATH
20. to perform

a) 3axBaTbiBaTh D) oTnmuuatecst  C) moaaepskuBath d) BBITOIHSTH
21. enhancement

a) mojuepkanue D) ynmyumienune  C) okpykeHue d) oOcTosiTeNnBCTBO
22. approach

a) TOIX0/1 b) nokazarenbcTBO C) pa3BUTHE d) ynyumenue
23. signature

a) TpeBora b) aBropusanms  C) moarBepxkaenue d) moamnuck
24. concern

a) 3aIICThe b) obmienune C) coBnagenne  d) 03a004EHHOCTH
25. pacemaker

a) 1aT4YhK CKOPOCTH C) KapaAUOCTUMYJISATOP

b) npoussoautens 10 d) Tpancrymanuct
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Afterword

Dear students! We hope that this textbook has helped you to acquire more
knowledge of the English language in the IT sphere which will allow you to grow
further in your ability to understand and perform communication in the field of
your professional interests. The acquisition of this knowledge will help you to
understand educational and professional video and audio content on various
Internet platforms, further research such topics as Data Mining, Data Security and
Acrtificial Intelligence. You will also be able to get into conversation with other IT
specialists, to discuss state-of-the-art developments in IT sphere with people all
over the world. Make sure to continue actively using English language resources to
enhance your personal and professional life!
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Image on the cover: https://www.cpomagazine.com/2018/02/19/artificial-intelligence-privacy-and-
legal-issues/
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Unit 1. Big Data

Image 1 — Pexxum noctyna: http://newtechnologytodayus24h.com/big-data-machine-learning/
Judith Hurwitz, Alan Nugent, Fern Halper, Marcia Kaufman. Big Data for Dummies Cheat
Sheet. — Pexum pmocrtyma: http://www.dummies.com/programming/big-data/big-data-for-
dummies-cheat-sheet/

What Is Big Data and How Does It Work? [Bumeopecypc] — Pexum mgocryma:
https://www.you-tube.com/watch?v=TzxmjbL-i4Y

Unit 2. Data Mining

Image 1 — Pexxum noctymna: https://www.johod3.com/products-and-services/data-mining/
Data Mining: What It Is And Why It Matters — Pexum gocryna:
https://www.sas.com/en_us/insights/analytics/data-mining.htmi

Image 2 — Pexxum noctymna: https://www.sas.com/en_us/insights/analytics/data-mining.html
People with Depression Use Language Differently — Here’s How to Spot It — Pexum
noctyma: theconversation.com/people-with-depression-use-language-differently-heres-how-
to-spot-it-90877

Unit 3. Data Security

Image 1 — Pexum goctyma: https://www.thirdsector.co.uk/cyber-data-security-prepared-
charity/article/1417419

What is Data Security? / Microfocus. — Pesxum noctyma: https://software.microfocus.com/en-
us/what-is/data-security

Tokenization VS. Encryption / McAfee. - Pexum JIOCTYyTIA!
https://www.skyhighnetworks.com/cloud-security-university/tokenization-vs-encryption/

10 Best Practices for Encryption Key Management and Data Security / Technopedia. —
Pexxum  moctyma:  https://www.techopedia.com/2/30767/security/  10-best-practices-for-
encryption-key-management-and-data-security

Unit 4. Cloud Technology

Image 1 — Pexxum noctymna: http://rtmbtechnology.com/cloud-based-technology

Image 2 — Pexxum moctyma: http://www.vensi.com/cloud-computing-technology

Image 3 — Pexxwum noctyna: https://www.amyma.lu/hybrid-cloud.html

Cloud Technology [Electronic text] — Pesxxum moctyna: https://www.zdnet.com/ article/what-
is-cloud-computing-everything-you-need-to-know-from-public-and-private-cloud-to-
software-as-a/

Image 4 — Pexxum nmoctymna: https://www.axoncs.com/is-the-cloud-secure/

Image 5 — Pexum pocryma: https://www.information-age.com/cloud-security-dilemma-
secure-notsecure-123468571/

Preventing the security gap in the cloud / eChannelNews.com. — Pexum mocryma:
https://www.e-channelnews.com/preventing-the-security-gap-in-the-cloud/

Image 6 — Pexxum noctyma: https://www.vectorstock.com/royalty-free-vector/web-hosting-
glyph-icon-designs-1-vector-18885091
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Unit 5. Artificial Intelligence

Image 1 — Pexxum noctyma: https://fi.co/insight/insights-from-the-leaders-building-scaling-
and-funding-artificial-intelligence-and-robotics-startups

Image 2 — Pexxum moctyma: https://www.google.com/search?q =artificial+intelligence&rlz
=1C1AOHY_ruRU719RU719&source=Inms&tbm=isch&sa=X&ved=0ahUKEwjh8pfHnPHf
AhWC2SWKHYwTDmoQ_AUIDigB&biw=1024&bih=509#imgrc=jmE9fOuAPVNnbM:

Artificial Intelligence [Electronic text] - Pexum JIOCTyTIA!
https://searchenterpriseai.techtarget.com/ definition/Al-Artificial-Intelligence

Image 3 - Robot MIP / Let’s buy robots. — Pexum  goctymna:
https://www.letsbuyrobots.com/en/robot-mip

Image 4 — Pexxum nocrtyma: https://techspective.net/2017/09/01/top-tips-creating-streamlined-
smart-home/

Image 5 - Pexum JOCTyTA! https://www.istockphoto.com/ru/%

D0%B2%D0%B5%D0%BA%D1%82%D0%BE%D1%80%D0%BD%D0%B0%D1%8F/arti
ficial-intelligence-glyph-vector-icons-set-gm1015598654-273305007

Hacking into Homes: 'Smart Home' Security Flaws Found in Popular System /
Communications of the ACM. — Pexum poctyma: https://cacm.acm.org/news/201938-
hacking-into-homes-smart-home-security-flaws-found-in-popular-system/fulltext

Unit 6. Biometric Identification

Image 1 — Pexxum gocryma: https://findbiometrics.com/study-finds-biometric-authentication-
less-popular-work-508302/

Images 2,3 — Pexum gocryma: https://www.123rf.com/photo_38304119  stock-vector-
biometric-authentication-design-concept-set-with-privacy-protection-data-security-and-
recognition-fl.html

Biometric Authentication. — Pexum mgoctyma: heimdalsecurity.com/blog/biometric-
authentication/

Supplementary text — Pexwum moctyma: https://www.secureidnews.com/ news-item/self-
service-airport-id-and-travel-experience-from-gemalto-ier/

Image 4 — Pexum pocryma: https://www.secureidnews.com/news-item/self-service-airport-
id-and-travel-experience-from-gemalto-ier/

Image 5 - Pexum gocryma:https://ru.depositphotos.com/69395169/stock-illustration-
biometric-authentication-icons-black.html

Unit 7. Human Enhancement

Image 1 — Pexxum goctyna: https://medium.com/@jasonfoster _19698/human-augmentation-
its-potential-to-revolutionize-the-human-race-ef93d1642af7

You Are Already a Cyborg, Image 2, Exoskeletons resource: Bohan, Elise. 10 Human Body
Modifications You Can Expect in the next Decade // BIGTHINK. — 12 March, 2017. —
Pexxum mocrtyma: https://bigthink.com/10-human-body-modifications-you-can-expect-in-the-
next-decade

Image 3 — Pexxum nmoctyma: https://www.freepressjournal.in/entertainment/india-promotion-
of-terminator-genisys-gets-unique-twist/611583

Appendix |

12 PowerPoint Tips to Make Your Slides More Effective / 1Spring Solutions. — Pexum
nocryma:  https://www.ispringsolutions.com/blog/10-powerpoint-tips-to-make-your-slides-
more-effective

7 Tips for Designing and Delivering PowerPoint Presentations / Media & Technology
Support Services / The College of New Jersey. — Pexxum noctyma: https://mtss.tcnj.edu/other-
services/teaching-with-technology/7-tips-for-designing-and-delivering-powerpoint-
presentations/
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